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1. Introduction

One of the main outcomes of BEInGRID is the 'BEinGRID Demos' which are promotional
materials telling stories of successful use of Grid technology within industry, from both a
business and a technology perspective. The purpose of this demonstrator is to show how
Grid technologies can enable banks to cooperate with each other in anti-money laundering
activities (or, AML).

AMONG enables banks to cooperate with each other and with their customers so as to
provide a holistic, automated AML capability, through Grid technology. Grid technology
supports the provision of AML services in a cost-efficient, effective, secure and trustful way.
This enables more reliable service delivery to a bank’s customers, improving the bank’s
reputation within the market.

This guide gives you the background to AMONG and shows you how to run the AMONG live
demo. Section 2 gives the background to AMONG. Section 3 gives a technical overview of
AMONG. Section 4 gives step-by-step instructions on how to install, run and uninstall the
AMONG demo. Acronyms are defined in Section 1.2.

For a complete overview of the AMONG demonstrator, refer to the keystory [2]. For further
information about AMONG, please visit:

http://gridipedia.eu/among-case-study.html

For any questions or feedback, please send an email to the following address with the
subject “AMONG user query”:

be-demos-team@epcc.ed.ac.uk
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1.2 Glossary of Acronyms

Acronym Definition

AML Anti-Money Laundering
BEInGRID Business Experiments in Grid
CEO Chief Executive Officer

CFO Chief Financial Officer

CIO Chief Information Officer

CTF Counter Terrorist Financing

D Deliverable

EDD Enhanced Due Diligence

GDP Gross Domestic Product

GUI Graphical User Interface

IRS Internal Revenue Service

KYC Know Your Customer

LGPL Lesser General Public License
ML Money Laundering

NCCT Non-Cooperative Countries and Territories
OFAC Office of Foreign Assets Control
PEP Politically Exposed Persons
QoS Quality of Service

SLA Service Level Agreement
SWIFT Society for Worldwide Interbank Financial Telecommunication
UAT User Acceptance Tests

USA PATRIOT Act

Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism Act

USP

Unique Selling Proposition

WP

Work Package
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2. AMONG Background

“Money Laundering” is defined as the process of “legitimizing illegal profits and/or hiding of
illegal acquisition of capital’. Recent reports show that approximately US$1 trillion is being
laundered annually worldwide. In addition, since the attacks on the US (Sep’01), Madrid
(Mar’04) and London (Jul'05), anti-terrorism has risen to the top of the security agenda in
Europe. Among actions proposed lies the 3rd Anti-Money Laundering (AML) Directive,
Oct’'06. The motivation is to combat money laundering by requiring financial institutions to
provide information about suspicious or unusual activities, including transactions potentially
related to financing terrorism.

The starting point for current anti-money laundering and anti-terrorism measures is accurate
and cost effective monitoring of transactions at a very large scale. In major financial
institutions this could be in the region of 5-20 million transactions per day. The collected data
must be reported to the appropriate intelligence agencies and the whole process must
comply with international regulations.

The main limitation of current commercially-available solutions is that they focus on analysing
those financial transactions that reside within isolated financial institutions; they do not
address the need to communicate with other AML solutions hosted by other financial
institutions so as to detect ML more efficiently, as the new EU Directive implies. Rules used
to define transaction anomalies are set locally, and when transactions trigger alarms, they
are investigated by a bank’s in-house AML analysis team. The current method for
exchanging information between banks on suspicious customers is informal conversations
between trusted contacts. This means that the detection of anomalies is not done in a
consistent way across all financial institutions, and there is no automated correlation that
could inform the construction of risk-based and trust-based models fully complying with
current EU regulations. Therefore, the worldwide banking community pays large amounts to
install systems that yield poor detection rates of only 5-7%, meaning over 90% of reports are
false alarms.

Anti-Money Laundering on Grid (AMONG) enables banks to cooperate with each other and
with their customers so as to provide a holistic, automated AML capability, through Grid
technology. Grid technology provides the cost-efficient, effective, secure and trustful
framework underlying AMONG. AMONG enables a more reliable service delivery to a bank’s
customers, improving the bank’s reputation within the market. Furthermore, using AMONG
potentially provides substantial cost savings; preventing ML-related transactions means
banks can avoid the huge fines levied for being complicit in ML.
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3. AMONG Technical Overview
3.1 Architecture

In order to explain the architecture of AMONG, we first describe a typical AML scenario it is
designed to support.

In this scenario there are two Banks, namely Piraeus Bank (the client bank) and Bank X (the
AMONG service provider). Both banks are running Exodus’s MoneyWatch AML software,
although AMONG is open to the integration of other AML systems at both the client and
service provider side. In a real deployment, Piraeus would use the AML services of many
banks and would also provide an AML service to other banks. The multiplicity and symmetry
of the relationships is not shown in the figures or generally mentioned in the text to avoid
complicating the explanations.

The Compliance Officer (CO) of Piraeus Bank has identified a suspicious customer (or
potential customer) using the bank’s internal AML system. The CO wants to see whether this
particular customer has also been identified as suspicious by Bank X — a fact that would
support Piraeus Bank’s information on the customer’s risk score. This scenario is depicted in
Figure 1:

Firaeus Banl Banl
Get Customer Info (IRS)

L J

Cormpliance Officer Full Mame, Birth Date,
Country Of Residence,
Risk Score (R3]

F 3

Yalidate

F 3

Figure 1 Overview of the main interaction between the client and service bank.

The CO initiates a request to Bank X using a unique identifier for the suspect customer to
ask for the customer’s details for verification purposes as well as their risk score. Bank X can
reply in one of two ways:

e They can return no information. This implies either that the customer cannot be found
in the bank’s records or that the customer has a risk score below a commonly agreed
threshold (e.g. “high”). This way Bank X can prevent other institutions from querying
all of its customer records.

e They can return the customer details. This includes the customer’s full name, date of
birth and country of residence as well as the customer’s risk score. The risk score is
sent in a normalised form, allowing the mapping of the score to that used by Piraeus
Bank’'s AML system. This way, the service guarantees interoperability among
different AML systems. Once the risk score is received, the CO at Piraeus Bank will
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use it to inform its decision about what risk score the bank will give the customer
itself. This is a manual process.

The CO at Piraeus Bank must also perform a manual check on the personal details to
confirm that these match locally-held records. This is to ensure that Bank X and Piraeus
Bank are communicating about the same person. If the Piraeus Bank’s AML system detects
an inconsistency in the received data, the CO of Piraeus Bank can continue with further
analysis to check whether this difference constitutes fraudulent behaviour or is just a mistake
in data entry, or other innocent cause.

3.2 Components

AMONG was created using GRIA [3]. GRIA is designed to support commercial inter-
enterprise service provision including dynamic trust management and SLA-based
management features. The main implementation work that was required to create AMONG
consisted of deployment of the MoneyWatch AML application within this infrastructure, and
development of appropriate SLAs with corresponding monitoring, evaluation and accounting
mechanisms. AMONG uses the BEINnGRID SLA Violation Notifier component. The SLA
Violation Notifier notifies subscribers whenever an SLA is violated. This component was
extended with features specific to real-time processing of AML data. Figure 2: AMONG High-
Level Architecture (Deployment Diagram) presents the AMONG deployment diagram where
the various services that are used from GRIA, MoneyWatch and BEinGRID are depicted.
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Browser Client Application Server
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Rich Client
{Windows) GRIA Account Service
MoneyWatch Client SOAP { Internal
GRIA SLA Service
MoneyWatch ; - |
GRIA Client —SOAP (HTTP)J Intemet SOAP el
GRIA AML Service
Application Server
(OS is Windows )
Web App Container
(MS IS 6.0
ASP.NET 2.0}

ManeyWatch Profile
Manager Module

Database Server
(MS SQL Server 2005)

MoneyWatch Case

Manager
ODBC/ L.""‘

ODEC / LAN
MoneyWatch
MoneyWatch Suspect Database

Transactions Module

Central Bank Server

Gi-FTPELANg[j

Transaction Data Transaction Data

MoneyWatch Data
Loader Module

ManeyWatch Policy
Manager Module

Figure 2: AMONG High-Level Architecture (Deployment Diagram)

To implement the scenario described above, a loosely-coupled, service-oriented architecture
is used. The various components are described below.

3.2.1 GRIA Account Service

The account service manages the authentication/authorisation between two banks
and keeps track of any charges made by the service bank to the client bank for using
its AML Service. It allows a client to request a GRIA trade account (which then
permits the agreement of an SLA), for the service provider to approve/deny requests
and for both sides to manage accounts.

3.2.2 GRIA SLA Service

The SLA service defines the service level agreement between the service and client
bank and manages the AML Service, taking management actions if the usage of the
AML Service exceeds the agreement defined in the SLA. It provides the ability for a
client (with an existing GRIA trade account) to view the available SLAs, propose an
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3.2.3

3.24

SLA, and to monitor and manage SLAs. For the service provider it provides the ability
to configure the available capacity and define the SLA templates available to clients
as well as monitoring and managing functions.

In this demo you will create an SLA that defines two different tariffs and puts a usage
constraint to limit the number of queries per day.

GRIA AML Service

The AML Service provides a secure and managed front-end to the service bank’s
existing AML system. It allows a client (with a valid SLA) to query the service bank for
certain information regarding their customers for the purposes of AML.

MoneyWatch GRIA Client

A GRIA AML module integrated into the MoneyWatch portal which interfaces with the
AML Service.

Additional components required by AMONG, that are not depicted in the figure above are:

3.2.5

3.2.6

GRIA GUI Client
The GUI Client allows users to manage GRIA trade accounts and SLAs.
SLA Monitoring and Evaluation Component

The SLA Monitoring and Evaluation Component is not a standard GRIA component. It
augments the standard GRIA SLA Service by providing an alternative Constraint
Manager Component to that which already exists in the GRIA SLA Service. The SLA
Monitoring and Evaluation Component implements the Runtime Monitoring pattern [4]
defined by the BEInGRID project. Processing the information pulled from the AML
Service that it manages, the component evaluates if SLA constraints are being
satisfied or breached. Once a limit on a metric within a SLA is reached it will dispatch
a notification message to all parties that have subscribed to the component’s
notification system.
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4. Running the demo

4.1 Demo Requirements
Unzip tool
e Atool to unzip .zip files..
Internet connection
e 1 Mbps for browsing web pages. There is no download or upload of data involved.
Web browser

e MoneyWatch portal requires Internet Explorer 8. Any browser can be used to access
the GRIA service.

AMONG GRIA Client

e Java 5.0 (1.5.0) or later.
Operating system

e Any that supports the above requisites for Web browser and GRIA Client.
Administrator/root privileges

e Not required.

4.2 Obtain Demo Package

Please go to http://www.beingrid.eu/demos.html, navigate to the AMONG demo. Click on the
‘Live Demo’ tab to download the package. The same page has instructions to get accounts
details that are required for this demo.

e Note: The portal is live and may be subject to changes over time. Please contact the BE
Demos team if you have any problems. You can find contact details in the introduction
section.

4.3 Install

Unzip the package downloaded above. This will create the following directory tree:

+— AMONG_LiveDemo/
+— BEinGRID_Licence.pdf
+— README.txt
+- docs/
+—- AMONG_UserGuide.pdf
+—- AMONG_Presentation.ppt

+— among-gria-client/
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e AMONG _UserGuide.pdf— this document

e AMONG_Presentation.ppt —the AMONG story that this live demo is part of
e BEInGRID_Licence.pdf— the licence agreement for using this demo

e among-gria-client — GRIA client designed for AMONG.

The user accesses the AMONG portal using one of the supported web browsers (see
Section 4.1).

4.3.1 GRIA Client

A version of the GRIA Client that is used for AMONG is shipped with the download. It also
includes the keystore required to access the services.

4.3.2 Authorisation Email

An authorisation email will be sent after registering to run this demonstrator. It will include the
following details and attachments:

¢ GRIA keystore password — used for accessing GRIA services as a client.

e GRIA SLA Service username and password — administrator access to GRIA SLA
service.

e GRIA AML Service username and password — administrator access to GRIA AML
service.

e MoneyWatch portal username and password — for logging on to the MoneyWatch
portal

4.4 Demo Background

The demo shows how AMONG is used between two banks, Piraeus Bank and a fictitious
bank, Bank X. Bank X provides the services that Piraeus Bank will make use of. Firstly,
Bank X creates and publishes a service. Piraeus Bank then contacts this service, configures
it and sends queries to Bank X.

The demo shows three actors in operation: an SLA Service Manager at Bank X, and a Chief
Compliance Officer and a Compliance Officer at Piraeus Bank. See Figure 3. Demo
architecture for details. The SLA Service Manager creates and publishes the services
required. At Piraeus Bank, the Chief Compliance Officer configures this service. A
Compliance Officer then sends queries to Bank X, via Bank X’s AML service. The Chief
Compliance Officer views account details and usage. The SLA Service Manager also sees
usage statistics.
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Figure 3. Demo architecture
Below is a description of each actor and its part in the demo.
4.4.1 SLA Service Manager at Bank X
Name: SLA Service Manager
Location: Bank X
Task:
e Set up the SLA service at Bank X. This involves creating an SLA template and

publishing it.
e View usage statistics of this SLA.
Interface: This user interacts with the GRIA services portal using a web browser.

4.4.2 Chief Compliance Officer at Piraeus Bank
Name: Chief Compliance Officer
Location: Piraeus Bank
Task:
e Propose an SLA using the SLA service.
e View usage statistics of this SLA.
Interface: This user interacts with the AMONG GRIA client.
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4.4.3 Compliance Officer at Piraeus Bank
Name: Compliance Officer

Location: Piraeus Bank

Task:

e Send queries to Bank X to obtain information about suspected cases of fraudulent
activity or money laundering.

e View SLA violations.
Interface: This user interacts with the GRIA portal using a web browser.

4.5 Demo Walkthrough

The instructions below guide you through running this demo.

A video recording of the demo is available from the BEinGRID demos website [1]. You can
use the video as a supplementary guide to running this demo. In addition, the video can be
used to replace the demo if there are any problems running the demo.

The steps below are interleaved with the script from the video demo. Please adapt the script
to your comfort. Appendix A contains a full listing of the script.

Warning: Please follow the walkthrough carefully and avoid deviating from this document.
Specially, please do not close any SLAs from the GRIA service administration panel or from
the GRIA client as it may leave the system in a dysfunctional state.

4.5.1 Create and publish an SLA template as SLA Manager

Script: First, the SLA Service Manager creates an SLA template.

Using your browser go to,
https://griad.grid.ece.ntua.gr:8443/gria-service-provider-mgt/

Click on "Admin"

Login with SLA Manager credentials for GRIA service.

Click on "SLA Service" under "Services"

Script: First, the SLA Service Manager creates an SLA template.
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Click on "New SLA template..." under "Configuration" and fill in the following information,

Label: Pick any name you like such as "Demo SLA Template N", where N is your demo
number.

Description: SLA template for demonstration purposes

Script: It will be valid for a year.

Start Time: Default (current date)
End Time: Default (one year from current date)

Script: The currency is Euros.

Currency: EUR

Script: There is no signing fee and there is a subscription fee of 50 Euros per month.

Signing Fee: 0
Subscription Fee: 50

Script: Bills are sent monthly.

Billing period: Default (1 month)

Script: The number of queries is restricted to two per day. This is artificially low in order to
demonstrate what happens when an SLA constraint is reached.

Click on "New constraint" and fill in the following information,
Metric URI: http://it-innovation.soton.ac.uk/2008/grid/aml/query
Value: Less than 2

Type: Cumulative

Contention: Default (1)

Repetition: Periodic

Duration: 1 day (Put "1" in the third box)

Page 17 of 29



o
A

e

&

iy
LA

P
b
+
s
BENGRID

Script: This SLA will have two bands of charges. On any one day, the first two queries cost
one Euro each and subsequent queries cost five Euros each.

Click on "New pricing term" and fill in the following,

Metric URI: http://it-innovation.soton.ac.uk/2008/grid/aml/query
Description: Tariff for at most two queries

Type: Cumulative

Lower Bound: 0

Upper Bound: 2 (leave "inifinity" unchecked)

Price: 1

Click on "New pricing term" again and fill in the following,
Metric URI: http://it-innovation.soton.ac.uk/2008/grid/aml/query
Type: Cumulative

Description: Tariff for more than two queries

Lower Bound: 2

Upper Bound: leave the box blank and check "infinity"

Price: 1

Price: 5

Under "Permitted Services" leave "Any service" checked.

Script: The SLA template is now created.

Click on "Submit"

You should get a page that confirms that the template has been saved.

Script: The SLA is published so that other banks can look at it and accept it if they choose
to.

Click on "SLA Service Administration" at the top of the page.

Scroll down to the "SLA Templates" section and publish the SLA template you have just
created by clicking the corresponding "Publish" button. Accept the confirmation.
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Note: Although the SLA that you have just created can be used afterwards, the MoneyWatch
portal (which you will encounter later) has already been setup to use an SLA that is called
SLA for MoneyWatch 2 with an ID of 13e693f2-23568b82-0123-60b40c16-4643. We will
work with this SLA from this point on. Please do not modify this SLA in any way

4.5.2 Propose an SLA as Chief Compliance Officer

Script: The Chief Compliance Officer of Piraeus bank can now propose this SLA for use by
Piraeus Bank. Using the GRIA client, the Chief Compliance Officer refreshes the service
provided by Test Bank X.

Run gridcli.bat (Windows users) or gridcli (Linux users) to start GRIA client. You will
find this batch file in the folder,

AMONG_LiveDemo/among—gria—-client/

Click on serivces->Add a service..to add a new service. Use this WSDL,

https://griad.grid.ece.ntua.gr:8443/gria-service—-provider—
mgt/services/SLAService?wsdl

You will be asked to provide a keystore. Choose Existing Keystore and select the file,
AMONG_LiveDemo/among—-gria—-client/bin/keystore-griad.ks

Use the password provided to you for the keystore.

Script: The SLA template that has just been created appears.

Right click on the root of the service address and click "Discover existing resources".

You should now see the SLA template that you have created earlier. Another service called
"TradeAccountService" will also be listed at the bottom.

Script: The Chief Compliance Officer views the details of this SLA.

Select “SLA for Money Watch 2” and click "Load Details" from the right pane. You can see
the description of this SLA, the constraints and tariff.

Script: And proposes it.
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Click on "Propose SLA" and then click "OK"

Script: This SLA now becomes a formal agreement between the two banks. In practice this
would be accompanied by a paper contract signed by both banks.

4.5.3 View suspected cases as Compliance Officer

Script: The Compliance Officer of Piraeus Bank can now use this SLA to send queries to
Test Bank X.

Using your browser go to,
http://147.102.19.117/AmongCaseManager/

Login with Compliance Officer credentials for the MoneyWatch portal.

Click "Case Management" at the top.

Script: The MoneyWatch portal allows suspicious cases can be seen. Here, the Compliance
Officer chooses to see all suspicious cases for the day.

Leave everything to its default and click "Show"

Script: And sees details of the first case.

You will now see cases in separate rows. Click on the case with a case code of '7'.

Click on the ellipses that corresponds to case code 7.

Script: The suspect here is John Right. Piraeus Bank’s risk assessment of this customer is
Very High.

A new window showing the details of this case will pop up. Click on the "Among" tab, check
"Test Bank X" and click "Search"

Script: The Compliance Officer decides to see additional information about this customer by
making an inter-bank query to Test Bank X.
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You will see Test Bank X's risk assessment of this customer.

Script: Test Bank X has assigned a risk value of 4 to this customer. Because the two banks
use different risk scales, the risk scale of Test Bank X is mapped to the risk scale of Piraeus
Bank through what is known as a normalization process.

Close this window to return to the "Case Management" window.

Script: The Compliance Officer of Piraeus Bank chooses another case.

Click on the ellipses that corresponds to case code 62.

Script: Another inter-bank query to Bank X is performed.

Click on the "Among" tab, check "Test Bank X" and click "Search".

Script: Here Test Bank X does not return any information about Mr Edgar Missing. This
could be because Test Bank X does not have Mr Missing as a customer or it could be that
they do not consider him to be high risk and so will not share any information about him.

You will see that Test Bank X does not have any information about the customer.

4.5.4 Send a query from Test Bank X

Script: The process works both ways. That is, the two banks can switch roles to allow Test
Bank X send queries to Piraeus Bank. We now show how a Compliance Officer from Test
Bank X can query Piraeus Bank.

Gotohttp://147.102.19.167/gridsphere/gridsphere/login/9/xr/

Login with Compliance Officer credentials for Test Bank X.

Click on “Case Management”

Click on case code 01.

Check Piraeus Bank and click on “Query”
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Script: A Compliance officer from Test Bank X can see that Piraeus Bank has assigned a
risk value of 3.75 to this customer.

You will see Piraeus Bank's risk assessment of this customer.

4.5.5 See usage statistics as SLA Service Manager

Script: Each actor can monitor usage of the SLA. The SLA Service Manager chooses the
SLA being used.

Goto https://griad.grid.ece.ntua.gr:8443/gria-service-provider-mgt/

Click on Admin at the top, and then click on "SLA Service" under "Services".

Scroll down and click on SLA ID for "SLA for MoneyWatch 2"

Script: And sees the usage of the constraint metrics. Two queries are allowed per day. This
limit has been reached because the Compliance Officer has just made two queries.
Remember, this limit was set to be artificially low for the purposes of this demonstration.

Click on "View usage of these constrained metrics" under "Constraints".

4.5.6 Check account status from GRIA client as Chief Compliance Officer

Script: The Chief Compliance Officer can view the charges for using the service. These
charges are in accordance with the tariff that was defined earlier..

On the GRIA client click on "MW Account" and click "Load Statement" on the right pane.

Script: The subscription fee and charge for two queries can be seen here.

Scroll down to see the charge for the query that the Chief Compliance Officer has sent.

Note: It may take some time for the balance details to be updated. It is easier to view
previous charges to save time.

Page 22 of 29



4.5.7 View SLA violations as Compliance Officer

Script: The SLA Monitoring and Evaluation Component automatically sends a violation
message to GRIA AML Service when the limit in the SLA is reached. The Compliance Officer
can view these violations.

Gotohttps://griad.grid.ece.ntua.gr:8443/gria—-aml-service

Script: The Compliance Officer uses an Atom feed reader to obtain updated information
about the service.

Click on “Atom feed” at the top.

Scroll down to the end of the page to see violation message about constraint limit being
reached.

4.6 Uninstall

Delete the folder AMONG_LiveDemo.
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5. Presentation

Setup

The PowerPoint presentation can be looped continuously. To set the presentation to a
continuous loop, first open the presentation. Select the “Slide Show” menu, then “Set Up
Show...”. Select “Browsed at a kiosk (full screen)” and “Using timings, if present”.

Start

To start the show select “View” then “Slide Show” or simply press F5.
Exit

Press the Esc key to exit full screen mode at any time.
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Appendix A. Live Demo Script
[Slide 1]
[No script]

[Slide 2]

AMONG enables banks to tackle the enormous problem of money laundering by exchanging
information on suspicious customers through a secure system managed by service level
agreements.

This video shows a live demonstration of AMONG. We show how two banks, Piraeus Bank
and a fictitious bank, called Test Bank X, can set up an agreement and improve their anti-
money laundering activities by sharing information.

[Architecture window]

Here we show the main actors in the demo. The objective is to set up a service level
agreement, or SLA, between the two banks so that Piraeus Bank can send a query to Test
Bank X. There are three actors in the demo.

The SLA Service Manager of Test Bank X is responsible for creating and monitoring an SLA
service that Piraeus Bank can use.

The Chief Compliance Officer of Piraeus Bank proposes an SLA to be used by Piraeus Bank.
The Compliance Officer of Piraeus Bank sends queries about customers to Test Bank X.

[Architecture window, SLA Manager highlighted]
First, the SLA Service Manager creates an SLA template.

[SLA service administration panel, creating SLA]

The new SLA is given a label and description.

It will be valid for a year.

The currency is Euros.

There is no signing fee and there is a subscription fee of 50 Euros per month.
Bills are sent monthly.

The number of queries is restricted to two per day. This is artificially low in order to
demonstrate what happens when an SLA constraint is reached.

This SLA will have two bands of charges. On any one day, the first two queries cost one
Euro each and subsequent queries cost five Euros each.

The SLA template is now created.
The SLA is published so that other banks can look at it and accept it if they choose to.
[Architecture window, Chief Compliance Officer highlighted]

The Chief Compliance Officer of Piraeus bank can now propose this SLA for use by Piraeus
Bank.

[GRIA client, proposing SLA]
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Using the GRIA client, the Chief Compliance Officer refreshes the service provided by Test
Bank X.

The SLA template that has just been created appears.
The Chief Compliance Officer views the details of this SLA.
And proposes it.

This SLA now becomes a formal agreement between the two banks. In practice this would
be accompanied by a paper contract signed by both banks.

[Architecture window, Compliance Officer highlighted]

The Compliance Officer of Piraeus Bank can now use this SLA to send queries to Test Bank
X.

[MoneyWatch, sending queries]

The MoneyWatch portal allows suspicious cases can be seen. Here, the Compliance Officer
chooses to see all suspicious cases for the day.

And sees details of the first case.
The suspect here is John Right.
Piraeus Bank’s risk assessment of this customer is Very High.

The Compliance Officer decides to see additional information about this customer by making
an inter-bank query to Test Bank X.

The result shows that John Right is a customer of Test Bank X as well. This can be verified
by matching the customer’s full name and date and country of birth.

Test Bank X has assigned a risk value of 4 to this customer.

Because the two banks use different risk scales, the risk scale of Test Bank X is mapped to
the risk scale of Piraeus Bank through what is known as a normalization process.

The Compliance Officer of Piraeus Bank chooses another case.
Another inter-bank query to Bank X is performed.

Here Test Bank X does not return any information about Mr Edgar Missing. This could be
because Test Bank X does not have Mr Missing as a customer or it could be that they do not
consider him to be high risk and so will not share any information about him.

[Architecture window bank names being swapped]

The process works both ways. That is, the two banks can switch roles to allow Test Bank X
send queries to Piraeus Bank. We now show how a Compliance Officer from Test Bank X
can query Piraeus Bank.

[Second Portal, sending queries]

A Compliance officer from Test Bank X can see that Piraeus Bank has assigned a risk value
of 3.75 to this customer.

[Architecture window]

Each actor can monitor usage of the SLA.

[Architecture window, SLA Manager highlighted]

The SLA Service Manager can view usage statistics for an SLA.
[SLA Service Administration, view usage statistics]
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The SLA Service Manager chooses the SLA being used.
And sees the usage of the constraint metrics.

Two queries are allowed per day. This limit has been reached because the Compliance
Officer has just made two queries. Remember, this limit was set to be artificially low for the
purposes of this demonstration.

[Architecture window, Chief Compliance Officer highlighted]

The Chief Compliance Officer can view the charges for using the service. These charges are
in accordance with the tariff that was defined earlier.

[GRIA client, view balance]
The subscription fee and charge for two queries can be seen here.
[Architecture window, Compliance Officer highlighted]

The SLA Monitoring and Evaluation Component automatically sends a violation message to
GRIA AML Service when the limit in the SLA is reached. The Compliance Officer can view
these violations.

[GRIA AML Service, view atom feed]

The Compliance Officer uses an Atom feed reader to obtain updated information about the
service.

[Thank you slide]

Thank you for watching. Related videos covering the background, business and technical
aspects of AMONG can be obtained from the Gridipedia website.

[License slide]
[No script]
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Appendix B. Licence Details

Copyright © The University of Edinburgh, 2009
Portions Copyright © NTUA, 2009
Portions Copyright © University of Southampton IT Innovation Centre, 2009

This is a public deliverable that is provided to the community under the license Attribution-NoDerivs 2.5 defined by creative
coOmmonSs http://www.creativecommons.org

This license allows you to
. to copy, distribute, display, and perform the work
. to make commercial use of the work

Under the following conditions:

@ Attribution. You must attribute the work by indicating that this work originated from the IST-BEinGRID
project and has been partially funded by the European Commission under contract number IST -
034702

No Derivative Works. You may not alter, transform, or build upon this work without explicit permission
of the consortium

. For any reuse or distribution, you must make clear to others the license terms of this work.
. Any of these conditions can be waived if you get permission from the copyright holder.

This is a human-readable summary of the Legal Code below:
License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR
"LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF THE WORK OTHER THAN AS
AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED. BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED
HERE, YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. THE LICENSOR GRANTS YOU THE RIGHTS
CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND CONDITIONS.

1. Definitions

a. "Collective Work" means a work, such as a periodical issue, anthology or encyclopedia, in which the Work in its entirety in
unmodified form, along with a number of other contributions, constituting separate and independent works in themselves, are
assembled into a collective whole. A work that constitutes a Collective Work will not be considered a Derivative Work (as defined
below) for the purposes of this License.

b.  "Derivative Work" means a work based upon the Work or upon the Work and other pre-existing works, such as a translation, musical

arrangement, dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridgment, condensation, or

any other form in which the Work may be recast, transformed, or adapted, except that a work that constitutes a Collective Work will not
be considered a Derivative Work for the purpose of this License. For the avoidance of doubt, where the Work is a musical composition
or sound recording, the synchronization of the Work in timed-relation with a moving image ("synching") will be considered a Derivative

Work for the purpose of this License.

"Licensor" means all organisations holder of a copyright as set forth in the header of this License.

"Original Author" means the individual or entity who created the Work.

"Work™ means the copyrightable work of authorship offered under the terms of this License.

"You" means an individual or entity exercising rights under this License who has not previously violated the terms of this License with

respect to the Work, or who has received express permission from the Licensor to exercise rights under this License despite a

previous violation.

~oao

2. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict any rights arising from fair use, first sale or other limitations on
the exclusive rights of the copyright owner under copyright law or other applicable laws.

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You a worldwide, royalty-free, non-exclusive,
perpetual (for the duration of the applicable copyright) license to exercise the rights in the Work as stated below:

a. toreproduce the Work, to incorporate the Work into one or more Collective Works, and to reproduce the Work as incorporated in the
Collective Works;
b.  to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly by means of a digital audio transmission
the Work including as incorporated in Collective Works.
c. For the avoidance of doubt, where the work is a musical composition:
i Performance Royalties Under Blanket Licenses. Licensor waives the exclusive right to collect, whether individually or
via a performance rights society (e.g. ASCAP, BMI, SESAC), royalties for the public performance or public digital
performance (e.g. webcast) of the Work.
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ii. Mechanical Rights and Statutory Royalties. Licensor waives the exclusive right to collect, whether individually or via a
music rights society or designated agent (e.g. Harry Fox Agency), royalties for any phonorecord You create from the Work
("cover version") and distribute, subject to the compulsory license created by 17 USC Section 115 of the US Copyright Act
(or the equivalent in other jurisdictions).

d.  Webcasting Rights and Statutory Royalties. For the avoidance of doubt, where the Work is a sound recording, Licensor waives the
exclusive right to collect, whether individually or via a performance-rights society (e.g. SoundExchange), royalties for the public digital
performance (e.g. webcast) of the Work, subject to the compulsory license created by 17 USC Section 114 of the US Copyright Act (or
the equivalent in other jurisdictions).

The above rights may be exercised in all media and formats whether now known or hereafter devised. The above rights include the right to make
such modifications as are technically necessary to exercise the rights in other media and formats, but otherwise you have no rights to make
Derivative Works. All rights not expressly granted by Licensor are hereby reserved.

4. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the following restrictions:

a.  You may distribute, publicly display, publicly perform, or publicly digitally perform the Work only under the terms of this License, and
You must include a copy of, or the Uniform Resource Identifier for, this License with every copy or phonorecord of the Work You
distribute, publicly display, publicly perform, or publicly digitally perform. You may not offer or impose any terms on the Work that alter
or restrict the terms of this License or the recipients' exercise of the rights granted hereunder. You may not sublicense the Work. You
must keep intact all notices that refer to this License and to the disclaimer of warranties. You may not distribute, publicly display,
publicly perform, or publicly digitally perform the Work with any technological measures that control access or use of the Work in a
manner inconsistent with the terms of this License Agreement. The above applies to the Work as incorporated in a Collective Work, but
this does not require the Collective Work apart from the Work itself to be made subject to the terms of this License. If You create a
Collective Work, upon notice from any Licensor You must, to the extent practicable, remove from the Collective Work any credit as
required by clause 4(b), as requested.

b.  If you distribute, publicly display, publicly perform, or publicly digitally perform the Work or Collective Works, You must keep intact all
copyright notices for the Work and provide, reasonable to the medium or means You are utilizing: (i) the name of the Original Author
(or pseudonym, if applicable) if supplied, and/or (ii) if the Original Author and/or Licensor designate another party or parties (e.g. a
sponsor institute, publishing entity, journal) for attribution in Licensor's copyright notice, terms of service or by other reasonable means,
the name of such party or parties; the title of the Work if supplied; and to the extent reasonably practicable, the Uniform Resource
Identifier, if any, that Licensor specifies to be associated with the Work, unless such URI does not refer to the copyright notice or
licensing information for the Work. Such credit may be implemented in any reasonable manner; provided, however, that in the case of
a Collective Work, at a minimum such credit will appear where any other comparable authorship credit appears and in a manner at
least as prominent as such other comparable authorship credit.

5. Representations, Warranties and Disclaimer. UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN WRITING, LICENSOR
OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND CONCERNING THE MATERIALS,
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY,
FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR
THE PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS DO NOT ALLOW THE
EXCLUSION OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU
ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES ARISING OUT OF
THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. Termination

a.  This License and the rights granted hereunder will terminate automatically upon any breach by You of the terms of this License.
Individuals or entities who have received Collective Works from You under this License, however, will not have their licenses
terminated provided such individuals or entities remain in full compliance with those licenses. Sections 1, 2, 5, 6, 7, and 8 will survive
any termination of this License.

b.  Subject to the above terms and conditions, the license granted here is perpetual (for the duration of the applicable copyright in the
Work). Notwithstanding the above, Licensor reserves the right to release the Work under different license terms or to stop distributing
the Work at any time; provided, however that any such election will not serve to withdraw this License (or any other license that has
been, or is required to be, granted under the terms of this License), and this License will continue in full force and effect unless
terminated as stated above.

8. Miscellaneous

a. Eachtime You distribute or publicly digitally perform the Work, the Licensor offers to the recipient a license to the Work on the same
terms and conditions as the license granted to You under this License.

b.  If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the validity or enforceability of the
remainder of the terms of this License, and without further action by the parties to this agreement, such provision shall be reformed to
the minimum extent necessary to make such provision valid and enforceable.

c. No term or provision of this License shall be deemed waived and no breach consented to unless such waiver or consent shall be in
writing and signed by the party to be charged with such waiver or consent.

d.  This License constitutes the entire agreement between the parties with respect to the Work licensed here. There are no
understandings, agreements or representations with respect to the Work not specified here. Licensor shall not be bound by any
additional provisions that may appear in any communication from You. This License may not be modified without the mutual written
agreement of the Licensor and You.
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