BENGRID AMONG
Anti-Money Laundering in Grid

Version: 1.1

Status FINAL

Author(s): Fotis Aisopos ICCS/NTUA
Konstantinos Tserpes ICCS/NTUA
Stephen C Phillips IT Innovation Centre
Adrian Mouat EPCC

For more information:

e-mail: be-demos-team@epcc.ed.ac.uk
web: http://www.it-tude.com

Page 1 of 34




8 of

BENGRID AMONG
Version History
Version Date Comments, Changes, Status Authors, contributors,
reviewers
0.1 16/06/09 | Merge of Questionnaire, Keystory elements Fotis Aisopos
0.2 05/06/09 | Clouds and business input. Fotis Aisopos, K. Tserpes
0.3 08/07/09 |Reviewed by EPCC Adrian Mouat
0.4 27/07/09 | Answering review comments and cloud input | Fotis Aisopos, K. Tserpes
0.5 31/07/09 | New version after ACT2 Review Fotis Aisopos
0.6 11/08/09 |Review by EPCC Adrian Mouat
0.7 11/08/09 |Review by IT Innovation Stephen C Phillips
0.8 12/08/09 | Minor review and updates by EPCC Adrian Mouat
0.9 18/08/09 |Review by EPCC Mike Jackson
0.10 08/09/09 |Updated document Fotis Aisopos
0.11 15/09/09 | Minor fixes Adrian Mouat
0.12 8/10/09 Updated licence text Adrian Mouat
1.0 20/10/09 |Finalised after review Mike Jackson, Adrian Mouat
1.1 12/11/09 |Updated URL Daniel Field, Adrian Mouat

Page 2 of 34




Ay
8 of

¥
+
+

ey

+
BEINGRID AMONG

Acknowledgements

Copyright © The University of Edinburgh, 2009
Portions Copyright © NTUA, 2009
Portions Copyright © University of Southampton IT Innovation Centre, 2009

Page 3 of 34



Ay
8 of

¥
+
+

ey

+
BEINGRID AMONG

Table of Contents

1. EXECUTIVE SUMMARY 6
11 REFERENCES 7
1.2 GLOSSARY OF ACRONYMS 8

2. BACKGROUND 9
2.1 THE INDUSTRY 9
2.2 THE SOLUTION 11

3. TECHNICAL OVERVIEW 13
3.1 ARCHITECTURE 13
3.2 COMPONENTS 14
3.3 USER INTERFACE 16
3.4 COMPONENTS AND THE CLOUD 20

4. BUSINESS CASE 22
4.1 STRATEGY 22
4.2 THE EXPLOITING PARTNERS 22
4.3 THE TARGET MARKET 23
4.4 THE COMPETITION 23
4.5 THE PRICE AND THE COSTS 26

5. CONCLUSION 31

Page 4 of 34



Ay
8 of

¥
+
+

ey

+
BEINGRID AMONG

Index of Figures

Figure 1: Positioning of Applications and Service for Financial Service Providers ................ 10
Figure 2: Overview of the main interaction between the client and service bank................... 13
Figure 3: AMONG High-Level Architecture (Deployment Diagram)...........cccccceeeeieeeerieeeninnnnn. 15
Figure 4: A published SLA Template using the GRIA SLA Service administration GUI......... 17
Figure 5: Performing an inter-bank query from Piraeus Bank ...................euvviiiiiiiiiiiiiniinnnnnnn. 18
Figure 6: Performing an inter-bank query from Test Bank X ..........cccoooeeeiiiiiiiiiiiieecceeeiin, 19
Figure 7: SLA Violation MESSAQES......ccovviiiiiiii i e ettt e e e e e et e e e e e e e eearaaaaes 20
Figure 8: The AMONG Value NEIWOIK...........uuumeiiiiiieiiiiiiiieiiiiiiieiieieeeeiesneenseseeneseeseeeeesnnnennnees 27

Index of Tables

Table 1: Primary Features of the major AML applications.............cccccviiiiiiiiii, 25
Table 2 : Costs break-down DY PrOVIE! ..........uuueiiiiieeiieeee e e e e eeeans 29
Table 3: Flow of revenue between PartnerS........ccooveeevieeeiiiiiei e e e e eeenns 30

Page 5 of 34



Ny
MY

e
+
+

ey

-+
BEINGRID AMONG

1. Executive Summary

Money Laundering (ML) detection has risen to the top of the security agenda in Europe over
the past few years. The International Monetary Fund (IMF) defines money laundering as “a
process in which the illicit source of assets obtained or generated by criminal activity is
concealed to obscure the link between the funds and the original criminal activity” [1]. The
main limitation of current commercially-available Anti-Money Laundering (AML) products is
that they focus on analysing financial transactions within isolated financial institutions,
without addressing the need to collaborate with other AML systems commonly installed at
financial institutions. Anti-Money Laundering on Grid (AMONG) enables banks to cooperate
with each other and with their customers so as to provide a holistic, automated AML
capability, through Grid technology. Grid technology provides the cost-efficient, effective,
secure and trustful framework underlying AMONG. AMONG enables more reliable service
delivery to a bank’s customers, improving the bank’s reputation within the market.
Furthermore, using AMONG potentially provides substantial cost savings; preventing ML-
related transactions means banks will avoid the huge fines levied for being complicit in ML
(such as those applied to Union Bank of California [2] and American Express [3]).

The benefits of AMONG are:
Compliance with new EU regulations on money laundering
Improved success rate in identifying money laundering
Improved reputation through increases in trust and reliability

Avoidance of fines associated with being indirectly complicit in money laundering
activities

AMONG will be available by 2010 and will be launched initially into the Greek market at a
price considerably lower than the price of stand-alone AML applications, significantly
reducing the cost of AML services that financial institutions must use to comply with newly-
introduced EU regulations which require financial institutions to share information relevant to
money laundering. AMONG is expected to be widely adopted within the next few years.
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1.2 Glossary of Acronyms

Acronym Definition

AML Anti-Money Laundering
AMONG Anti-MONey Laundering in Grid
BEINnGRID Business Experiments in Grid
CEO Chief Executive Officer

CFO Chief Financial Officer

CIO Chief Information Officer

CTF Counter Terrorist Financing

D Deliverable

EDD Enhanced Due Diligence

GDP Gross Domestic Product

GUI Graphical User Interface

IMF International Monetary Fund
IRS Internal Revenue Service

KYC Know Your Customer

LGPL Lesser General Public License
ML Money Laundering

NCCT Non-Cooperative Countries and Territories
OFAC Office of Foreign Assets Control
PEP Politically Exposed Persons
QoS Quality of Service

SLA Service Level Agreement
SWIFT Society for Worldwide Interbank Financial Telecommunication
UAT User Acceptance Tests

USA PATRIOT Act

Uniting and Strengthening America by Providing Appropriate
Tools Required to Intercept and Obstruct Terrorism Act

USP

Unique Selling Proposition

WP

Work Package
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2. Background

Since the attacks on the US (Sep’01), Madrid (Mar'04) and London (Jul'05), anti-terrorism
has risen to the top of the security agenda in Europe. One resulting action is the EU’s 3™
Anti-Money Laundering Directive, Oct'06 [4]. “Money Laundering” is defined as the process
of “legitimizing illegal profits and/or hiding of illegal acquisition of capital’. Recent reports
show that approximately US$1 trillion is being laundered annually worldwide [5]. The
motivation behind the 3™ Directive was to combat money laundering by requiring financial
institutions to provide information about suspicious or unusual activities, including
transactions potentially related to financing terrorism. The 3™ Directive constituted the first
concrete step to extend obligations to monitor transactions beyond banks to third parties
such as tax advisors, auditors, real estate agencies, notaries and insurance intermediaries.
Such legislation in conjunction with structural changes that financial systems have
undergone during the last years have deep implications for how banks tackle the challenges
of AML and counterterrorist financing (CTF).

The starting point for current anti-money laundering and anti-terrorism measures is accurate
and cost effective monitoring of transactions at a very large scale (in major financial
institutions this could be in the region of 5-20 million transactions per day) using AML
Systems administrated by Compliance Officers (COs) in each financial institution. The data
must be reported to the appropriate intelligence agencies and the whole process must
comply with international regulations such as the 3™ Directive and national regulations such
as the USA PATRIOT Act [18]. However, current commercially-available AML
implementations focus on analysing those financial transactions that reside within isolated
financial institutions; they do not address the need to communicate with other AML solutions
so as to detect ML more efficiently, as the new EU Directive implies. The rules used to define
transaction anomalies are set locally, and when transactions trigger alarms, they are
investigated by the bank’s own AML analysis team. The only current method for exchanging
information on suspicious customers between banks is informal conversations between
trusted contacts. This means that the detection of anomalies is not done in a consistent way
across all financial institutions, and there is no automated correlation that could inform the
construction of risk-based and trust-based models fully complying with the current EU
regulations. Therefore, the worldwide banking community pays large amounts (in some
cases millions of dollars) to install systems that yield poor detection rates' of only 5-7%
(meaning over 90% of reports are false alarms).

2.1 The Industry

Figure 1 depicts the positioning of applications and service for Financial Services Providers

[6]:

! The percentage of alarms triggered that are proven to concern ML activities
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Figure 1: Positioning of Applications and Service for Financial Service Providers

Technologies installed in Financial Institutions fall into these main management categories:
Client Management
Information Management
Transaction Management

The figure shows how these categories can be positioned for business and IT focus at
Financial Institutions. Client management is the category that offers the greatest potential for
business growth for most banks in the EU, and is the most likely to use applications that are
built in-house, because there is a wide array of competitive differentiation. On the other hand,
transaction management, for AML or other purposes, focuses on achieving compliance with
the regulated aspects of contemporary legislation and has little potential for growing the
business. Finally, information management stands somewhere in-between, with some
potential for business growth and a blend of in-house applications, third-party packages and
outsourced services.

All European banks are required to employ and maintain AML systems and Know Your
Customer (KYC) procedures in order to comply with European and national legislation. ML
detection requires financial institutions to identify the origin of transactions: a complex
process that requires transformation of the data, which is impractical due to the large
volumes of data involved. The ability of companies to collect transaction data has outstripped
their ability to analyse it. Thus financial institutions depend on profiling to predict ‘normal’
behaviour and identify anomalies that may signify suspicious activity. Typical profiling
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methods include data mining, neural networks, statistical analyses and link-analysis. The
effectiveness of these approaches depends on the context in which the technology is
applied.

The 3" ML Directive requires that the use of AML processes and systems must be extended
from Financial Institutions (FIs) to insurance companies, auditors and tax advisors, notaries,
real-estate agents, casinos and others. Member states are currently implementing the
directive. Until the directive is fully implemented, AMONG will be initially targeted at banks,
starting with Greece, where the Bank of Greece has recently issued Decision No. 281 [7],
which constitutes the transposition of the Directive into national law, stating that the
information exchange between Financial Institutions is allowed, as long as it refers to the
same customer.

2.2 The Solution

AMONG provides banks with a AML solution capable of providing the necessary inter-bank
communication mandated by the 3 ML Directive. AMONG uses Grid technology to enable
the exchange of essential information on suspicious customers in a controlled and secure
manner that is trusted by all participants. Through this process, banks are able to evaluate
ML alarms more accurately, thus increasing ML detection percentages (predicted to improve
the current industry average of 5-7% to more than 10% for each bank after one year of use)
and reducing the amount of work associated with investigating false alarms. AMONG
provides a secure and commonly trusted environment that protects the sensitive data of
customers and does not expose data that could be exploited by competing banks.

AMONG is based on the existing AML product “MoneyWatch” developed by EXODUS, which
is currently used by Piraeus Bank. However, AMONG also supports collaboration between
banks that use different AML products.

A fundamental feature of AMONG is the ability for each bank to control its relationships with
other banks, which is essential due to the sensitive nature of the exchanged information. A
bank may lose trust in a counterpart and want to unilaterally terminate their relationship.
Rather than permitting all transactions (as in a payment network), AMONG uses Service
Level Agreements (SLAs) to control the number of transactions per day. This means that
banks cannot use AMONG in an anti-competitive manner, such as trying to catalogue all of a
competitor's customers. Because the volume of transactions related to investigating
suspicious customers between banks will be relatively low, using AMONG does not incur the
need for dedicated hardware or networks.

AMONG uses GRIA Grid technology [8]. GRIA supports:

1. Creating and managing trustful collaborations between organisations - Grid
technology aims to solve the problem of “flexible, secure, coordinated resource
sharing among dynamic collections of individuals, institutions and resources" [9].
These collections are often referred to as Virtual Organizations (VOS).

2. Service Level Agreements: the standard GRIA SLA service was augmented with the
SLA Monitoring and Evaluation component developed by the BEInGRID project. This
component extends the capabilities of the standard GRIA service by adding the ability
to send notifications of constraint breaches to other services or consumers.

3. Multiple platforms: clients and libraries are available for several architectures and
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Grid technology implements several platform-agnostic Web standards.
4. Security, including authentication and encryption.

To summarise, AMONG provides banks with a trusted solution that allows enough
collaboration between banks in order to meet the 3™ ML Directive, whilst limiting the

information given to competitors and keeping banks in charge of their own data and inter-
bank relationships.
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3. Technical Overview

3.1 Architecture

In order to explain the architecture of the system, we first describe the main scenario of
AMONG.

In this scenario there are two Banks, namely Piraeus Bank (the client bank) and Test Bank X
(the AMONG service provider). Both banks are running Exodus’'s MoneyWatch AML
software, although the architecture is open to the integration of other AML systems at both
the client and service provider side. In a real deployment, Piraeus would use the AML
services of many banks and would also provide an AML service to other banks. The
multiplicity and symmetry of the relationships is not shown in the figures or generally
mentioned in the text to avoid complicating the explanations.

The Compliance Officer (CO) of Piraeus Bank has identified a suspicious customer (or
potential customer) with a high risk score using the bank’s internal AML system. He wants to
see whether this particular customer has also been identified as suspicious by Test Bank X —
a fact that would support Piraeus Bank’s information on the customer’s risk score. The
overview of the scenario is depicted in Figure 2:

Piraeus Banl BanlkX
et Customer Info (IRS)

¥

Compliance Officer Full Name, Birth Date,
Country OF Residence,
Risk Scare (IRS)

F 3

Yalidate

F 3

Figure 2: Overview of the main interaction between the client and service bank.

The CO initiates a request to Test Bank X using a unique identifier for the suspect customer,
such as their Internal Revenue Service (IRS) number, to ask for the customer’s details for
verification purposes as well as their risk score. Test Bank X can reply in one of two ways:

They can return no information. This implies either that the customer cannot be found
in the bank’s records or that the customer has a risk score below a commonly agreed
threshold (e.g. “high”). This way the bank can prevent other institutions from querying
all of its customer records.
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They can return the customer details. This includes the customer’s full name, date of
birth and country of residence as well as the customer’s risk score. As all banks
participating in AMONG must use a standardised risk scale for communication,
Piraeus Bank’s AMONG client transforms the risk score into the Piraeus Bank scale
which uses 4 risk levels (low/medium/high/very high) and presents the result within
the MoneyWatch portal. By using a standardised risk scale for communication
between banks, the service guarantees interoperability among different AML
systems. Once the risk score is received, the CO at Piraeus Bank will use it to inform
the decision about what risk score the bank will give the customer itself. This is a
manual process performed by the CO.

The CO at Piraeus Bank must also perform a manual check on the personal details to
confirm that they match the locally-held records. This is to ensure that Test Bank X and
Piraeus Bank are communicating about the same person. If the Piraeus Bank’s AML system
detects an inconsistency in the received data, the CO of Piraeus Bank can continue with
further analysis to check whether this difference constitutes fraudulent behaviour or just a
mistake in data entry.

3.2 Components

AMONG was created using GRIA, which is designed to support commercial inter-enterprise
service provision including dynamic trust management and SLA-based management
features. The main implementation work that was required to create an initial version of
AMONG consisted of deployment of the MoneyWatch AML application within this
infrastructure, and development of appropriate service level agreements with corresponding
monitoring, evaluation and accounting mechanisms. AMONG uses the BEINGRID SLA
Monitoring and Evaluation component, which was extended with features specific to real-time
processing of AML data.
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Figure 3: AMONG High-Level Architecture (Deployment Diagram)

To implement the scenario described above, a loosely-coupled, service-oriented architecture
is used. Figure 3 shows a typical AMONG deployment, including MoneyWatch. The various
components are described below.

3.2.1 GRIA Account Service

The account service manages the authentication/authorisation between two banks
and keeps track of any charges made by the service bank to the client bank for using
its AML Service. It provides the ability for a client to request a GRIA trade account
(which then permits the agreement of an SLA), for the service provider to
approve/deny requests and for both sides to manage accounts.
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3.2.2 GRIA SLA Service

The SLA service defines the service level agreement between the service and client
bank and manages the AML Service, taking management actions if the usage of the
AML Service exceeds the agreement defined in the SLA. It provides the ability for a
client (with an existing GRIA trade account) to view the available SLA templates (XML
documents which define levels of constraints on resources and usage), propose an
SLA and to monitor and manage SLAs. For the service provider it provides the ability
to configure the usage constraints and select the SLA templates available to clients
as well as monitoring and managing functions.

3.2.3 GRIA AML Service

The AML Service provides a secure and managed front-end to the service bank’s
existing AML system. It allows a client (with a valid SLA) to query the service bank for
certain information regarding their customers for the purposes of AML.

3.2.4 MoneyWatch GRIA Client

A GRIA AML module integrated into the MoneyWatch portal which interfaces with the
AML Service.

Additional components required by AMONG, that are not visible in the Deployment Diagram
above are:

3.25 GRIA GUI Client

The GUI Client manages GRIA trade accounts and SLAs. Eventually, this
functionality may be integrated with client AML software.

3.2.6 The SLA Monitoring and Evaluation Component

GRIA includes SLA monitoring and evaluation functionality as standard. AMONG
extends this functionality using the SLA Violation Notifier version of the SLA
Monitoring and Evaluation component from BEINGRID. This software extends the
capabilities of the standard GRIA service by adding the ability to send notifications of
constraint breaches to other services or consumers. The combined system
implements the Runtime Monitoring pattern [10] defined by the BEInGRID project.

The system processes the information pulled from the AML Service that it manages
and evaluates if SLA constraints are being satisfied or breached. Once a limit on a
metric in an SLA is breached it will dispatch a notification to all parties that have
subscribed to notifications for that SLA.

In the deployment diagram, the client is shown using the MoneyWatch product. An important
part of AMONG is that its design allows different AML systems to interoperate and therefore
a generic AML system is shown at the service provider.

3.3 User Interface

Figure 4 shows a published AMONG SLA Template with the template description including
fees and constraints. This template is set to allow 99 queries every day for 1€ each, rising to
5€ for each subsequent query.

In Figure 5 we can see a screenshot of the MoneyWatch Portal AMONG tab showing an
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inter-bank query to Test Bank X, while in Figure 6 we can see a screenshot of an inter-bank
query to Piraeus Bank in a test portal we have created for Test Bank X. The query is asking
for a client’s risk score and personal details (name, date of birth and country of residence).

Figure 7 shows the GRIA AML Service administration panel, where we can see all the
completed queries performed by other banks on this bank and the SLA violation messages
received from other banks for queries this bank has made that were beyond the terms of an

SLA.

Figure 4: A published SLA Template using the GRIA SLA Service administration GUI
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Figure 5: Performing an inter-bank query from Piraeus Bank
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Figure 6: Performing an inter-bank query from Test Bank X

Page 19 of 34



AMONG

Figure 7: SLA Violation Messages

3.4 Components and the Cloud

Cloud computing — meaning the use of a hosting provider that delivers automated and near
real-time arbitrarily large computing resources — was not appropriate for AMONG, which
does not have large resource requirements. However, the ideas and even the components
used in AMONG are applicable to cloud computing, as described below.

3.4.1 Trust and Security

Outsourcing computational work or company data to cloud services requires a high level of
trust in the security provided by the cloud infrastructure. There are no new challenges for
security in the cloud world that have not already been addressed elsewhere (such as in Grid
computing).

Clouds could benefit from a Grid Trust and Security solution similar to the one used in
AMONG. GRIA offers a dynamic security system for resources based on public key
infrastructure where rules defining clients’ roles can be added and removed by authorised
persons. In addition, static policies define what operations are available to given client roles
on the service and resources.
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3.4.2 SLA Service and SLA Violation Notifier

In addition to confidence in the trust and security of the cloud provider, a business customer
also requires a clear definition of the level of service they can expect to receive. In AMONG
this was achieved using the GRIA SLA Service which monitors application services and
manages them according to the agreed SLAs.

For clouds, this mechanism is also useful and to some extent is already used. For instance,
the Amazon S3 service uses a simple bilateral SLA agreement process with its customers.
The terms used in cloud computing SLAs are generally generic parameters such as CPU
time, disc space and monthly percentage uptime. In contrast, the GRIA SLA service is able
to use application-specific metrics to monitor and manage the system.
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4. Business Case

4.1 Strategy

AMONG will be sold using a “Software as a Product” (SaaP) model, where users licence the
product through a one-off payment and install it on their own network. After the license fees
are paid per installation, operational expenses for each customer will be limited to
maintenance costs only. The same version will be available to all banks whose core AML
applications use Web services. A maintenance contract will be signed between the
Application Provider and the clients. New versions will be developed as needed, in order to
reflect any changes to the financial regulations. Customers will also be offered consultancy
services and specialist training.

AMONG will be available in two offerings:

1. An AMONG and MoneyWatch bundle. This offering is targeted at financial institutions
who do not currently have any AML system, or would like to have more than one core
AML system. The bundle will be offered at a price significantly lower than the average
price of competitors’ applications.

2. AMONG on it's own. This offering is targeted at financial institutions who do not wish
to change their internal AML application.

AMONG's primary selling point is its support for collaboration which makes it the only AML
solution which is currently compliant with the 3" ML Directive.

4.2 The Exploiting Partners

Piraeus Bank is one of the most dynamic financial organisations in Greece today. Founded in
1916, the bank went through a period of state-ownership and management (1975-1991)
before it was privatised in 1991. Today, Piraeus Bank leads a group of companies covering
financial and banking activities in the Greek market. It possesses particular know-how in the
areas of retail banking, small and medium-sized enterprises (SMEs), capital markets and
investment banking, as well as leasing and financing of the shipping sector. These services
are offered through the bank’s branch network and also through the electronic banking
network of winbank [19], the first complete electronic banking service launched in Greece.
The excellent level of services of winbank has been acknowledged by a series of
organisations in Greece and abroad, thus attracting more than 17 awards and distinctions.
winbank is the only e-banking service with ISO certification in Greece.

Piraeus Bank will be the first end user of AMONG. They will be the first bank to enjoy
benefits of AMONG, thereby acquiring a head start over their competitors in the exploitation
of next generation AML systems.

The exploitation of AMONG in the market will be undertaken by EXODUS. EXODUS S.A. is
a software solutions company in Greece that develops of state-of-the-art integrated solutions
for organisations. EXODUS has extensive experience in analysing and deploying data
warehouse solutions using different software platforms. EXODUS also specialises in
integrated workflow solutions, design and implementation of large LAN and WAN networks
and financial solutions for specific business needs. The company belongs to the Piraeus
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Bank Group, to whom they provide IT solutions. EXODUS has experience in the
development and use of Grid technology.

4.3 The Target Market

The AMONG target market extends beyond banks to insurance companies, auditors and tax
advisors, notaries, real-estate agents, casinos, and others, as dictated by the 3 EU ML
Directive. Most member states are currently drafting national legislation to enforce the
directive. Until the regulation is fully implemented, AMONG will be targeted to banks, starting
with Greece, where the directive is already enforced by national law. AMONG's target market
concerns not only personal banking, but enterprise banking as well.

There are currently 39 Greek financial institutions and 22 foreign ones [11] within Greece,.
Piraeus Bank will be the first customer, due to their participation in the development and
validation of AMONG. EXODUS has contacted and aims to promote AMONG to several
Greek banks with which Piraeus and EXODUS already maintain business relations (National
Bank of Greece, Emporiki Bank and Eurobank EFG amongst others). At a European level,
the number of potential customers grows significantly. The average budget dedicated to IT
investments by banks in Europe is 6-7% (19% of which is dedicated to software and 12% to
external IT Services), with an annual growth of approximately 4% [12]. Financial Institutions
in newly EU ascended or ascending countries are likely to be more willing to adopt AMONG,
S0 as to be seen to be complying with European directives.

Customers who are currently using MoneyWatch will need to undergo slight changes in order
use AMONG to perform inter-bank queries. Customers not currently using MoneyWatch will
have to change some of their business processes in order to adopt AMONG, since AML
systems have varying interfaces and processes. This will lead to the creation of standardized
techniques for interfacing any AML product into AMONG. Therefore, the consortium will
provide customers with consulting services, business analysis and training for the smooth
transition from a legacy system to AMONG.

The consortium believes that three customers is a sensible prediction for 2011. When other
institutions, rather than banks, start adopting AML solutions as well, the market will broaden
significantly, and so will the number of potential customers.

4.4 The Competition

Main competitors in the European AML market include NetEconomy [13], Norkom [14],
Actimize [15], IMTF [16] and others. These companies are considered to be key market
players. The consortium will exploit the innovation of AMONG and its significantly lower cost
for the end-user in order to gain competitive advantage and win customers from the
competition. Moreover, the consortium will sell the collaboration service to banks that use the
aforementioned systems.

The AMONG consortium has reviewed 6 major AML/CTF products with international appeal.
These products have typically been developed by cooperating European and American
vendors in order to cover markets on both sides of the Atlantic. The AMONG consortium has
taken into consideration the shortcomings of the other products currently available.

The six products examined were:

Page 23 of 34



AMONG

1. Actimize AML, E-banking and Employee Fraud Detection
(http://lwww.actimize.com/index.aspx?page=solutionsaml),

SAS Anti-Money Laundering (http://www.sas.com/industry/fsi/aml/),

Norkom Financial Crime and Compliance Software Suite
(http://www.norkom.com/solutions/anti-money-laundering.html)

4. ERASE from NetEconomy (now part of AML Manager from Fisery,
http://www.financialcrimerisk.fiserv.com/anti-moneylaunderingmonitoring.aspx),

5. IMTF's Siron Suite (http://www.imtf.com/EN/compliance loesungen.asp#SironGwG)
and

6. Fortent Monitor Product Suite (since acquired by Actimize)

All these products are stand-alone. They are installed in the financial institutions’ premises
and only monitor the transactions of the bank in isolation. The development companies use
alliances with national IT companies in order to distribute their products. Although their
market shares cannot be precisely identified, it is considered that these aforementioned
products dominate the market, covering the vast majority of financial institutions. The most
commonly used software packages in the AML market are based on very efficient algorithms
using techniques such as neural networks, data mining and Bayesian nets. They all include
detailed and constantly updated sanction lists (lists of high risk individuals and organizations)
such as the OFAC, NCCT and others. Furthermore, key market players are now moving
towards consolidation. Merging and acquisitions have become a normal trend in vendors’
attempts to provide holistic, enterprise-wide solutions to their customers. Table 1 shows AML
features by product for the leading four of these products.
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ctimize AML, E-
banking and Employee
Fraud Detection

SAS Anti-Money
Laundering

Norkom Financial
Crime and
Compliance Software
Suite

ERASE by
NetEconomy

Risk Rating
Method for
Customers

Definition of preliminary
risk scoring for new
customers based on high
risk countries, off-shore
banks etc.

Bayesian risk
ranking algorithms.

Risk scoring determined
by both static information
(country of residence,
profession) and
customer’s behavior.

Risk categories
based on account or
customer’s behavior.

Periodical Re-
evaluation of risk

Changes in account
information are monitored
and alerts are generated
when risk changes.

\Variety of risk
ranking schemes
known to be used.
Pattern definitions
can be adjusted

Customer Due Diligence
module and Transaction
|Monitoring process are
used to re-score
customer’s risk

Customer risk re-
evaluation according
to imported data.

and risk can be re- [periodically.
evaluated.
Hidden Link Analysis Link Analysis Link Analysis Link Analysis
Relationships
between
Customers

Classification of
transactions
according to risk.

Complex scoring algorithm.

Bayesian risk
ranking algorithm.

The priority of the alert is
the highest value of
priority of the rules. The
risk-weight of the alert is
the sum of all risk weights
of the rules.

The transactions are
classified according
to both static (using
standard indicators
like country of
residence and
profession) and
dynamic (additional
manually-added
criteria) risk-rating.

Table 1: Primary Features of the major AML applications

AMONG constitutes the first attempt at an AML system that enables inter-bank collaboration.
Until now, banks either did not exchange information, relying solely on their own AML
solutions, or their executives did unofficially, by calling trusted colleagues at other banks just
to cross-check a suspicious customer. The products that are currently dominating the market
are accompanied by high prices and only provide a one-dimensional, isolated view of ML

activity.

Banks already routinely exchange confidential information through networks such as the
SWIFT payments system [17]. Such systems, because they enable secure inter-bank
information exchange, could be regarded as competitors. SWIFT is designed for very high
transaction volumes between members using specialised client-side hardware and a
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managed backbone network. However, SWIFT members can conduct transactions with each
other without first establishing a bi-partite relationshi p, due to their network
membership . In our case, AMONG will provide banks with the ability to control their AML-
related exchange processes. Additionally, a bank may lose trust with a collaborator and so
AMONG allows them to unilaterally terminate their relationship. Rather than permitting all
transactions (as in SWIFT), the SLAs in AMONG limit the number of transactions per day (to
avoid anti-competitive behaviour). In addition, because the investigation of customers is (in
the area tackled by AMONG) a manual process, the volume of transactions between banks
will be relatively low and does not imply the need for dedicated hardware or networks.

The average price of today's AML systems is around 700,000€ for license acquisition.
Maintenance and support expenses are approximately 50,000€ per year.

Although it is very difficult to predict the reaction of competitors to the AMONG market entry,
lowering their prices is a possibility. Additionally, they could adopt Grid technology within
their applications as well, or cooperate with the AMONG consortium in order to receive the
data exchange service, without altering their core systems.

45 The Price and the Costs

In order to showcase the price and costs of AMONG, a description of the value network is
provided in Figure 8.
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Middleware and Training

Integration and Training Revenues

AML Middleware

and Support

Technology

“ ./ Integration and support
License and 4

revenues
Support fees
Faster, cheaper Enhanced
anti-fraud analysis protection
Increased

reputation and

market share

Reduced

non-compliance

Figure 8: The AMONG Value Network

The commercial scenario assumes that both “Grid Technology Providers” (IT Innovation and
ICCS/NTUA) will provide EXODUS with training on GRIA (listed as start-up costs). After that,
EXODUS will sell AMONG to financial institutions and will be responsible for installation.
Payments will be distributed according to the internal agreement shown in Table 3. If any
client requests changes or special enhancements, EXODUS will receive support from a
consultant at the relevant Grid Technology Provider.

The costs of each provider are:
ICCS/NTUA:

ICCS/NTUA will have to assign one specialist to communicate their Grid knowledge to the
Application Provider (EXODUS) and help them setup a simulation environment for AMONG.
They will be occupied for 2 man-days. Assuming that 5 person-days are also required for
preparation, the total cost is 7x227 = 1,589¢€.

IT Innovation:

The same process applies to IT Innovation. They will have to assign one specialist to bring
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GRIA know-how to the EXODUS. The professional from IT Innovation will be occupied for 2
person-days and will also need approximately 5 person-days for preparation. Adding travel
and subsistence costs (approximately 1,000€), the total cost for IT Innovation is 7x320 +
1,000 = 3,240€.

EXODUS:

As far as the Application Provider is concerned, the costs are structured as follows:

1. One professional will have to prepare for the training session with the Grid

Technology Providers. This will take approximately take 5 person-days (read all GRIA
documentation, tutorials, etc.)

There are also hardware costs (one-off) reaching approximately 4,000€ (machine to
set up 2 virtual machines — this is the simulation scenario).

Pre-sale activities need to be undertaken. This process would involve communication
with approximately 20 banks (potential clients), namely 2x20 = 40 person-days. If, for
example, there are 5 Fls that show interest, then the pre-sale engineer will have to
prepare offers, which would require 2 person-days. In total, this is (40 + 2) x 250 =
10,500€.

Each installation will require approximately 1.5 person-months of work to perform
analysis, customisation and user acceptance testing.

The costs for each of the partners is quantified in Table 2.

We need to distinguish between the License and the Services, in order to analyse the prices
and costs for AMONG.

Total start-up costs:

1. Person-day cost: 250€  Cost for professional to prepare for GRIA training session:

250x5=1,250€

2. Hardware cost: 4,000€

3. Pre-sale activities costs: 42x250=10,500€
Total start-up costs: 1,250 + 4,000 + 10,500 = 15,750€
EXODUS’ costs per installation:

4. Cost/Installation: 1.5 x 5,500 = 8,250€

EXODUS will also offer AMONG bundled with their MoneyWatch AML software. The bundle
will cost roughly €200,000 more than the pure AMONG offering, assuming a medium-sized
bank. This revenue will be kept by EXODUS.

Table 2 summarises the costs per provider:
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ICCS/NTUA IT Innovation | EXODUS

Person-days 7 7 5
Person-day Cost 227 € 320 € 250 €
Travel & | - 1,000 € -
Subsistence

Total Personnel 1,590 € 3,240 € 1,250 €
Hardware - - 4,000 €
Pre-sale Activities - - 10,500 €
Total Start-up | 1,590 € 3,240 € 15,750 €
Costs

Cost/Installation - - 8,250 €
TOTAL Costs 1,590 € 3,240 € 24,000 €

Table 2 : Costs break-down by provider

AMONG licences and supports services will be sold by EXODUS. After describing the costs,
we now move on into pricing. The AMONG license will be sold at 30,000€. The earnings of
the license sales will be distributed among the Application and Grid Providers as follows:

Grid providers: 25% each.
Application Provider: 50%.

These percentages will be defined in bilateral agreements, and will include the Grid/GRIA
training sessions and any training/support that EXODUS will ask from IT Innovation and
ICCS/NTUA. In the event that a client needs further GRIA enhancements, they will contact
the Grid providers and agree on a different contract.

The AMONG Service will be sold at 20,000€. This amount reflects the 1.5 person-months of
effort required for installation (analysis, customisation and user acceptance testing). This
money will be kept by EXODUS.

Finally, the annual earnings from the maintenance contract equal 20% of the license, namely
6,000€/year. This amount will be split according to the agreed percentages.

The product will go commercial at the beginning of 2010. The first client will be Piraeus Bank.
The aim is to have 2 installations before the end of 2011, four before the end of 2012, and six
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before the end of 2013.

Table 3 details the flow of earnings per installation.

Total EXODUS ICCS/NTUA IT Innovation
earnings
for one
installation
License 30,000 € 15,000 € 7,500 € 7,500 €
Service 20,000 € 20,000 € - -
Maintenance | 6,000 3,000 €/year 1,500 €/year 1,500 €/year
€lyear
Total 56,000 € 38,000 € 9,000 € (after | 9,000 € (after
earnings per | (after (after the 1st | the 1st year of | the 1st year of
partner thelst year | year of one one one
of one installation) installation) installation)
installation)

Table 3: Flow of revenue between partners
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5. Conclusion

AMONG enables banks to collaborate with each other so as to provide a holistic, automated
AML capability across financial institutions, rather than one centred on an individual
institution in isolation. AMONG is the only AML solution that allows users to securely
exchange information on suspicious customers with other financial institutions. Although
AMONG has only been tested with the MoneyWatch AML software, it is designed to be
interoperable with any AML software.

Grid technology provides the cost-efficient, effective, secure and trustful framework
underlying AMONG. The GRIA middleware was used in association with SLA Monitoring and
Evaluation component from the BEIinGRID project.

The benefits of AMONG are:
Compliance with new EU regulations on money laundering
Improved success rate in identifying money laundering
Improved reputation through increases in trust and reliability

Avoidance of fines associated with being indirectly complicit in money laundering
activities

The cost of AMONG will be significantly lower than other AML solutions, and is forecasted to
provide considerable income to the consortium partners within a few years.
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Annex A.Licence

Copyright © The University of Edinburgh, 2009
Portions Copyright © NTUA, 2009
Portions Copyright © University of Southampton IT Innovation Centre, 2009

This is a public deliverable that is provided to the community under the license Attribution-NoDerivs 2.5 defined by creative
commons http://www.creativecommons.org

This license allows you to
to copy, distribute, display, and perform the work
to make commercial use of the work

Under the following conditions:

Attribution . You must attribute the work by indicating that this work originated from the
IST-BEInGRID project and has been partially funded by the European Commission under
contract number IST - 034702

No Derivative Works . You may not alter, transform, or build upon this work without
explicit permission of the consortium

For any reuse or distribution, you must make clear to others the license terms of this work.
Any of these conditions can be waived if you get permission from the copyright holder.
This is a human-readable summary of the Legal Code below:

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE COMMONS PUBLIC LICENSE
("CCPL" OR "LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF
THE WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED. BY
EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS
OF THIS LICENSE. THE LICENSOR GRANTS YOU THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR
ACCEPTANCE OF SUCH TERMS AND CONDITIONS.

1. Definitions

"Collective Work" means a work, such as a periodical issue, anthology or encyclopedia, in which the Work in its entirety in
unmodified form, along with a number of other contributions, constituting separate and independent works in themselves, are
assembled into a collective whole. A work that constitutes a Collective Work will not be considered a Derivative Work (as
defined below) for the purposes of this License.

"Derivative Work" means a work based upon the Work or upon the Work and other pre-existing works, such as a translation,
musical arrangement, dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridgment,
condensation, or any other form in which the Work may be recast, transformed, or adapted, except that a work that constitutes a
Collective Work will not be considered a Derivative Work for the purpose of this License. For the avoidance of doubt, where the
Work is a musical composition or sound recording, the synchronization of the Work in timed-relation with a moving image
("synching") will be considered a Derivative Work for the purpose of this License.

"Licensor" means all organisations holder of a copyright as set forth in the header of this License.
"Original Author" means the individual or entity who created the Work.
"Work" means the copyrightable work of authorship offered under the terms of this License.

"You" means an individual or entity exercising rights under this License who has not previously violated the terms of this
License with respect to the Work, or who has received express permission from the Licensor to exercise rights under this
License despite a previous violation.

2. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict any rights arising from fair use, first sale or
other limitations on the exclusive rights of the copyright owner under copyright law or other applicable laws.

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You a worldwide, royalty-free,
non-exclusive, perpetual (for the duration of the applicable copyright) license to exercise the rights in the Work as stated below:
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to reproduce the Work, to incorporate the Work into one or more Collective Works, and to reproduce the Work as incorporated
in the Collective Works;

to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly by means of a digital audio
transmission the Work including as incorporated in Collective Works.

For the avoidance of doubt, where the work is a musical composition:

Performance Royalties Under Blanket Licenses . Licensor waives the exclusive right to collect, whether individually or via a
performance rights society (e.g. ASCAP, BMI, SESAC), royalties for the public performance or public digital performance (e.g.
webcast) of the Work.

Mechanical Rights and Statutory Royalties . Licensor waives the exclusive right to collect, whether individually or via a music
rights society or designated agent (e.g. Harry Fox Agency), royalties for any phonorecord You create from the Work ("cover
version") and distribute, subject to the compulsory license created by 17 USC Section 115 of the US Copyright Act (or the
equivalent in other jurisdictions).

Webcasting Rights and Statutory Royalties . For the avoidance of doubt, where the Work is a sound recording, Licensor
waives the exclusive right to collect, whether individually or via a performance-rights society (e.g. SoundExchange), royalties for
the public digital performance (e.g. webcast) of the Work, subject to the compulsory license created by 17 USC Section 114 of
the US Copyright Act (or the equivalent in other jurisdictions).

The above rights may be exercised in all media and formats whether now known or hereafter devised. The above rights include
the right to make such modifications as are technically necessary to exercise the rights in other media and formats, but
otherwise you have no rights to make Derivative Works. All rights not expressly granted by Licensor are hereby reserved.

4. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the following restrictions:

You may distribute, publicly display, publicly perform, or publicly digitally perform the Work only under the terms of this License,
and You must include a copy of, or the Uniform Resource Identifier for, this License with every copy or phonorecord of the Work
You distribute, publicly display, publicly perform, or publicly digitally perform. You may not offer or impose any terms on the
Work that alter or restrict the terms of this License or the recipients' exercise of the rights granted hereunder. You may not
sublicense the Work. You must keep intact all notices that refer to this License and to the disclaimer of warranties. You may not
distribute, publicly display, publicly perform, or publicly digitally perform the Work with any technological measures that control
access or use of the Work in a manner inconsistent with the terms of this License Agreement. The above applies to the Work as
incorporated in a Collective Work, but this does not require the Collective Work apart from the Work itself to be made subject to
the terms of this License. If You create a Collective Work, upon notice from any Licensor You must, to the extent practicable,
remove from the Collective Work any credit as required by clause 4(b), as requested.

If you distribute, publicly display, publicly perform, or publicly digitally perform the Work or Collective Works, You must keep
intact all copyright notices for the Work and provide, reasonable to the medium or means You are utilizing: (i) the name of the
Original Author (or pseudonym, if applicable) if supplied, and/or (ii) if the Original Author and/or Licensor designate another
party or parties (e.g. a sponsor institute, publishing entity, journal) for attribution in Licensor's copyright notice, terms of service
or by other reasonable means, the name of such party or parties; the title of the Work if supplied; and to the extent reasonably
practicable, the Uniform Resource Identifier, if any, that Licensor specifies to be associated with the Work, unless such URI
does not refer to the copyright notice or licensing information for the Work. Such credit may be implemented in any reasonable
manner; provided, however, that in the case of a Collective Work, at a minimum such credit will appear where any other
comparable authorship credit appears and in a manner at least as prominent as such other comparable authorship credit.

5. Representations, Warranties and Disclaimer. UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN
WRITING, LICENSOR OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND
CONCERNING THE MATERIALS, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT
LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, FITNESS FOR A PARTICULAR PURPOSE,
NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR THE PRESENCE OF
ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR
BE LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR
EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. Termination

This License and the rights granted hereunder will terminate automatically upon any breach by You of the terms of this License.
Individuals or entities who have received Collective Works from You under this License, however, will not have their licenses
terminated provided such individuals or entities remain in full compliance with those licenses. Sections 1, 2, 5, 6, 7, and 8 will
survive any termination of this License.

Subiject to the above terms and conditions, the license granted here is perpetual (for the duration of the applicable copyright in
the Work). Notwithstanding the above, Licensor reserves the right to release the Work under different license terms or to stop
distributing the Work at any time; provided, however that any such election will not serve to withdraw this License (or any other
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license that has been, or is required to be, granted under the terms of this License), and this License will continue in full force
and effect unless terminated as stated above.

8. Miscellaneous

Each time You distribute or publicly digitally perform the Work, the Licensor offers to the recipient a license to the Work on the
same terms and conditions as the license granted to You under this License.

If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the validity or enforceability of
the remainder of the terms of this License, and without further action by the parties to this agreement, such provision shall be
reformed to the minimum extent necessary to make such provision valid and enforceable.

No term or provision of this License shall be deemed waived and no breach consented to unless such waiver or consent shall
be in writing and signed by the party to be charged with such waiver or consent.

This License constitutes the entire agreement between the parties with respect to the Work licensed here. There are no
understandings, agreements or representations with respect to the Work not specified here. Licensor shall not be bound by any
additional provisions that may appear in any communication from You. This License may not be modified without the mutual
written agreement of the Licensor and You.
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