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1. Introduction 
BEinGRID is a European Commission (EC) funded project aiming to promote the benefits of 
Grid technology to industry. Grid middleware, for example Globus Toolkit, gLite and 
UNICORE, is open-source software for managing networked computing and data resources. 
At present, Grid middleware is used mainly by academic communities and its development is 
funded by national funding bodies and the EC. The EC would like industry within Europe to 
benefit from this freely available software and hence funded a technology transfer project, 
BEinGRID, to this end.  

One of the main outcomes of BEinGRID is the 'BEinGRID Demos' which are promotional 
material telling stories of successful use of the Grid within industry settings, from both a 
business and a technology perspective. The purpose of this package is to demonstrate how 
Grid technologies can increase the cost-effectiveness and accelerate the uptake of advanced 
computational radiotherapy services. 

This guide will show you how to run the RadiotherapyGrid live demo. For a complete 
overview of the RadiotherapyGrid demonstrator read the keystory [2]. You will upload a 
radiotherapy treatment plan for verification. The verification will use SLA negotiation to 
dynamically acquire extra computational resources. You will also be able to monitor PDP and 
PEP activity. Please refer to Section 4 to make sure your computer satisfies the 
requirements for running this demo. Section 2 explains the radio-physicist’s problem. You 
can then proceed to Section 3 to understand how this problem is solved using Grid 
technologies. Section 5 gives step by step instructions on how to install, run and uninstall this 
demo.  

For further information about RadiotherapyGrid, please visit: 

·  http://www.beingrid.eu/radiotherapygrid.html 

For any questions or feedback, please send an email to the following address with the 
subject ‘RadiotherapyGrid user query’: 

·  be-demos-team@epcc.ed.ac.uk 

 

1.1 References 
[1] BEinGRID Demos website, viewed 16th March 2009, 

<http://www.beingrid.eu/demos.html> 
[2] BEinGRID RadiotherapyGrid Keystory, viewed 2nd June 2009, 

<http://www.beingrid.eu/rg-story.html> 
[3] BEinGRID BE25 portal, viewed June 2nd 2009, 

<https://eimrt.cesga.es:8443/eIMRT2/client> 
[4] Putty, free Windows SSH terminal, viewed 2nd June 2009, 

<http://www.chiark.greenend.org.uk/~sgtatham/putty/> 
 

1.2 Glossary of Acronyms 

Acronym Definition 

BE Business Experiment 

BEinEIMRT Business Experiment in Enhanced IMRT planning using Grid services on-
demand with SLAS 
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BEinGRID Business Experiments in Grid 

CT Computed Tomography 

D Deliverable 

DICOM Digital Imaging and Communications in Medicine 

EC European Commission 

GUI Graphical User Interface 

ISV Independent Software Vendor 

LAN Local Area Network 

Mbps Megabits per second 

PDF Portable Document Format 

PDP Policy Decision Point 

PEP Policy Enforcement Point 

RT Radiotherapy 

SLA Service Level Agreement 

SOA Service Oriented Architecure 

SSH Secure Shell 

TPS Treatment Planning System 

URL Uniform Resource Locator 

WS Web Service 

XACML eXtensible Access Control Markup Language 

XML eXtensible Markup Language 
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2. The Radio-physicist’s Problem 
Cancer is Europe’s second largest cause of death. One of the most common and effective 
treatments is external radiotherapy, where a Linear Accelerator (Linac) attacks the 
cancerous tissue with radiation delivered from several different directions. The treatment plan 
– the direction, size and length of dosages – has to be carefully calculated to avoid damaging 
healthy tissue. These calculations can take a long time – speeding up this process would 
allow earlier treatment and more patients to be treated. 

RadiotherapyGrid is a solution based on Grid technology that helps hospitals plan the best 
possible treatment for each patient. It has two core functions: verification of plans using 
accurate, but computationally expensive, techniques and searching for the optimal 
treatments. These tools improve the efficiency and effectiveness of planned treatments as 
well as reducing the overall cost of treatment planning. The platform can also be easily 
extended with further tools and algorithms as new techniques are developed. 

RadiotherapyGrid produces results much quicker than hospitals are currently used to by 
exploiting the enormous computational resources available from Grid resource providers. In 
order to make the process of contracting Grid resources transparent to the user, automatic 
Service Level Agreement (SLA) negotiation is required. This is achieved through the use of 
the SLA Negotiator component developed as part of the BEinGRID project. Given the 
confidential nature of the treatments and the expensive hardware involved, it is essential that 
no unauthorised access to the services or data occurs. This is ensured in RadiotherapyGrid 
through the use of the Vordel XML Gateway 5 and Axiomatics Policy Server 3 software. 
These packages validate common capabilities identified in BEinGRID.  

As well as producing results quicker, the solution also frees treatment facilities from the need 
to invest in expensive hardware required to do the calculations in-house, resulting in 
substantial cost savings. 
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3. Using Grid Technology to Solve the Problem 
A high-level overview of RadiotherapyGrid’s architecture is shown in Figure 1. The clients are 
shown on the left (hosted at the hospitals) and the servers powering the system are shown 
on the right (hosted by CESGA). The architecture comprises several layers following a multi-
tier paradigm. Treatment services are the core of the system. They are in charge of 
executing all operations from clients using resources leased from Grid resource providers. 
The clients can access the services in two ways: 
 

a) Connecting to services via a rich Web-based portal; or 
b) Connecting to services via a SOAP-based programming interface that allows 

hospitals or independent software vendors (ISVs) to develop their own applications. 
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Figure 1: High Level Architecture of RadiotherapyGrid  

 

When the services need to execute a computationally intensive operation (such as the 
verification or optimization of treatment plans), a job request is submitted to the GridWay 
resource broker. If the local resources are insufficient, GridWay will automatically contract 
additional resources from a Grid resource provider, through a Service Level Agreement 
(SLA) negotiation. These resources are never given confidential patient details. 

This Service-Oriented Architecture (SOA) hides all the complexity at the server side and the 
communication between client and server is protected with a PEP-PDP authorisation 
scheme, thanks to the WS-Security Gateway (SSG) shown in Figure 1. This allows 
messages to be securely delivered to the services and prevents unauthorized access to 
either services or data. 

The SLA Negotiation component, developed within the BEinGRID project, is used to 
automatically contract external resources when local resources are insufficient. This 

� � �� � � � � �Figure 1

� � �� � � � � �Figure 1
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negotiation is transparent to clients.  

In RadiotherapyGrid, GridWay is used to control the submission of jobs (such as for 
verification) to resources, both local and external. Job submission is handled by GridWay's 
metascheduler. The SLA Negotiation component was integrated with GridWay to allow 
automatic and transparent commissioning of external resources. 

This functionality means that users do not need to worry about the amount of computing 
resources available and hospitals do not need to ensure they have enough local computing 
resources to meet peak demand.  

The PEP is an XML Security Gateway which securely exposes services by checking and 
validating service requests. All requests are checked against a security policy to ensure they 
are legitimate. To do this, the PEP may require additional security services such as an 
identity broker or an authorization service. In particular, in this scenario, the PEP delegates 
access control requests to an authorization service PDP.  

The PEP implements several standards, including WS-Policy, WS-Trust and WS-Security. 
The PEP used in RadiotherapyGrid is the commercial product from Vordel. Within 
RadiotherapyGrid, the PEP is used to ensure that personal data is transmitted securely and 
that all access requests are properly vetted. 

The PDP is an authorization service based on the XACML standard for representing and 
evaluating access control policies and requests. The PDP evaluates access control requests 
expressed using XACML against the policies it contains and returns its decision to the 
requestor – typically a policy enforcement point.  

This response is also expressed as XACML and can be one of PERMIT, DENY, NOT 
APPLICABLE, or INDETERMINATE. NOT APPLICABLE occurs when there are no access 
control policies which match the incoming request. Generally, the requestor would resolve a 
NOT APPLICABLE decision to a DENY decision (but this choice is left entirely to the 
requestor). Alternatively, the PDP may have a policy which tells it to return DENY for all 
unmatched requests. 

Access controls can be coarse- or fine-grained and can deal about who (the user), what (the 
targeted service / resource), why (the action on the resource), and environmental factors e.g. 
time. For instance, can Alice use the printer to print? Alice is the user, the printer is the 
targeted resource, and print is the action. Or, we can add a time (environment) dimension: 
can Alice use the printer to print at 3PM?  

The PDP used by RadiotherapyGrid is a commercial product from Axiomatics. Within 
RadiotherapyGrid, the PDP supports the PEP in making security decisions. 
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4. Requirements 
Internet connection 

·  LAN / 10 Mbps – upload of ~ 50 Mb of treatment files 

Web browser 

·  Mozilla Firefox 2 or 3, Opera 8 or 9, Safari 3, Internet Explorer 6 or 7 

·  Java plugin 1.5.0 – see portal for download link and requirements 

·  Flash 7.0 or greater – see portal for download link and requirements 

SSH Terminal 

·  Putty [4], free Windows SSH terminal 

Administrator/root privileges 

·  Not required 
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5. Running the Live Demo 
Note: The portal is live and may be subject to changes over time. If you have any problems 
following these instructions or notice significant changes, please: 

·  Let us know by e-mailing beingrid-demo-be25@lists.gforge.hlrs.de 

·  Use the video demo bundle available from http://www.beingrid.eu/radiotherapygrid-
livedemo.html 

5.1 Obtain package 
Please go to http://www.beingrid.eu/demos.html, navigate to the RadiotherapyGrid demo 
then the ‘Live Demo’ tab and download the package. The same page has instructions 
necessary to register for an account at the BE25 portal where the demo runs. BE25 must be 
informed of the date and time of the event in order to make sure resources are available.  

5.2 Setup 
Unzip the package downloaded above. This will create the following directory tree: 

 

+-  Radi ot her apyGr i d- Li veDemo/  

   +-  dat aset s/  

   |   +-  ver i f i cat i on/  

   |   |   +-  Di comCT/  

   |   |   |   +-  82 CT Di com f i l es – sel ect  al l  f or  upl oad)  

   |   |   +-  Di comRTDose/  

   |   |   |   +-  DOSE. dcm. ni d. ni d 

   |   |   +-  Di comRTPl an/  

   |   |   |   +-  RTXPLAN. ni d. ni d  

   |   |   +-  Di comRTSt r uct /  

   |   |   |   +-  SS. dcm. ni d. ni d 

         +-  docs/  

      +-  Radi ot her apyGr i d_User Gui de. pdf  

      +-  Radi ot her apyGr i d_Pr esent at i on. ppt  

      +-  BEi nGRI D_Li cence. pdf  

   +-  README. t xt  

   +-  RGSecur i t yVi deo. 7z 

 

·  Sample data for the live demo: 

o verification – Dicom files for the verification process 

·  RadiotherapyGrid_UserGuide.pdf – this document 

·  RadiotherapyGrid_Presentation.ppt – the RadiotherapyGrid story that this live 
demo is part of 

·  BEinGRID_Licence.pdf – the licence agreement for using this demo 
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·  RGSecurityVideo.7z – the video used to show the security part of the demo. It needs 
to be unzipped with the 7zip compression software (http://www.7-zip.org), before 
being played using VLC or Quicktime. 

 

No further installation is required. The user accesses the RadiotherapyGrid portal using one 
of the supported web browsers (see Section 4). 

 

5.3 Running the demo 
The demo comprises of access to the e-IMRT Portal, access to the local console and to a 
monitoring portal. The login details for these will be provided in the email acknowledgement 
for a successful application to run the demonstrator. 

 

The e-IMRT Portal has the following URL: 

·  https://eimrt.cesga.es:8443/eIMRT2/client/ 

This is what a radio-physicist would use to enter treatments and run verifications. 

 

Note: The following aspects show underlying technical features and are not normal user 
actions. 

The console can be connected to using an SSH client at this address: gwei mr t . cesga. es 
(193.144.44.124). The following commands are available: 

·  gwhost  – shows the resources available 

·  gwps – shows the jobs submitted 

This allows the demonstrator to show how the resources are negotiated using SLA. 

Before running the demonstrator the user may have to arrange setup of some details in the 
e-IMRT portal, such as the setting the Tomograph and accelerator. This is covered next in 
the Demo Pre-Check. A walk through of the demonstration is then given. This is followed by 
some details on how the demonstrator is used. 

A video of the demo is available from the BEinGRID demos website [1]. This can be used as 
a guide to running the demo. It can also be used in place of the demo if there any issues 
running the live demo. The video demo has audio, the script (see section 7) is included as a 
guide to talk through the live demo. The video also has a section on the PEP/PDP that is not 
possible to demonstrate live for security reasons. This part of the video has been extracted 
and included in the bundle, so it can be shown at the appropriate point. 

Note: On the Treatment information/Process DICOMs page a new browser window appears 
and disappears when you click the download button. However, you do not need to use this 
function during the demo. 

Note: Save changes may take you to another page for Treatment information/Treatment 
details and SLA Management tabs. However, you do not need to use this button in the demo. 

5.3.1 Demo Pre-Check 

The following steps must be undertaken before running the demonstrator. Open the Portal 
URL using one of the recommended Web Browsers and then login to the e-IMRT portal as 
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shown in Figure 2 and Figure 3, by clicking on the “ENTER >>” link and entering the 
username and password that you should have received via e-mail. 

 

Figure 2: Entry window to e-IMRT. 

 

Figure 3: Login form. 

Once logged in the home page is displayed as shown in Figure 4. Make sure the two 
treatments shown are there and that they have one finished process and no running 
processes. The completed verification treatment is used to show the results as it takes too 
long to process within the time of the live demo. If there are any additional treatments these 
are from other Live Demos. It is safe to delete any with a ‘Last Update’ older than a week; 
any current treatments might be for another Live Demo, check with BE25 if it can be deleted. 

Select the ‘Breast Verification’ treatment by enabling the radio button, then select ‘Treatment 
Information’. Select ‘Show Results’. A screen to set the visualization parameters will be 
displayed first. If the ‘Open Viewer’ button is not greyed out then click on it. A viewer should 
open in a new window, see Error! Reference source not found.. Otherwise set the values 
as shown in Figure 13 then select ‘Generate Visualization’. This can take up to a minute to 
complete. Once done select ‘Open Viewer’ and confirm the viewer appears. 

� � �� � � � � �Figure 8
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Figure 4: Home page for e-IMRT user. 

Click the ‘<< Back’ link twice, then select ‘Tomograph management’ and check that there is 
an available Tomograph as shown in Figure 5. If there is not contact BE25 at 
EIMRT@cesga.es to request one is added. 

 

Figure 5: Tomograph management. 

Back at the home page select ‘Accelerator management’ from the screen as shown in Figure 
4. Check that there is a validated accelerator, see Figure 6. If there is not contact BE25 at 
EIMRT@cesga.es to request one is added. 



 

 

 Page 14 of 28 

 

 

Figure 6: Check there is a validated accelerator. 

 

We also need to set up the demo treatment to avoid having to do text entry during the live 
demo. From the home page, Figure 4, select ‘New treatment’. The following treatment details 
are added, as shown in Figure 7: 

·  Title: Demo Verification 

·  Keywords: Temporary verification to show Grid resource allocation - can be 
deleted 

Then select ‘Create’ at the bottom. You should be returned to main screen and see the newly 
created treatment in the list. 

 

 

Figure 7: Create treatment form 
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Next we need to process the patient’s files to remove the couch (that the patient was lying 
on) from the scan. First, follow steps 4, 5 and 6 of the walkthrough. 

In the Preview screen, Figure 11, a reference dose can be set to calculate the isodose lines 
– use 51 Gy for the breast verification treatment. Make sure the ‘Mark Couch’ checkbox is 
checked. Select ‘Generate Visualization’, then once that is done select ‘Open Viewer’ 

 

Figure 8: Extracting the couch during preview of DICOM data 

The image viewer, Figure 8, is used to mask the couch the patient is on. The green lines are 
moved so that the red region masks the couch but doesn’t cover the patient. This removes 
the couch from the treatment calculations. Move the green lines in both the top left and right 
window to match that shown in Figure 8. Once done click ‘Mark Couch’, then close the 
viewer window. You can now log out from the portal. 

Finally, login in to gwei mr t . cesga. es using an SSH terminal. Run the gwhost  command, 
the output should show either no or at most one resource. If more are shown contact BE25. 

The e-IMRT portal should now be configured and ready to give the live demo part of the 
demonstrator. 

5.3.2 Demo Walkthrough 

The demo is comprised of the following steps: 

1. Login to the e-IMRT portal (see Figure 2 and Figure 3). 
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2. Click on ‘Tomograph Management’ in ‘Global administrator operations’. This screen is 
used by hospital administrators to configure parameters related to the hardware used 
to perform scans on patients (see Figure 5). Return to the main screen by clicking ‘<< 
Back’. 

3. Click on ‘Accelerator Management’ in ‘Global administrator operations’. This screen is 
used by hospital administrators to configure parameters related to the hardware used 
to apply the radiation treatment (see Figure 6). Return to the main screen by clicking 
‘<< Back’. 

4. Select the demo treatment from the home page by clicking the appropriate radio 
button then select ‘Treatment information’ (see Figure 4). 

 

Figure 9: Treatment information. 

5. On the Treatment information page select ‘Verify’, see Figure 9. This will launch a 
Java applet, which may cause a “The application's digital signature cannot be 
verified” warning – just click ‘Run’ to continue. 
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Figure 10: Form to upload DICOM files for treatment 

6. Here appropriate Accelerator, Tomograph and Algorithm values are selected – the 
defaults, as shown in Figure 10, are correct. Also several DICOM files need to be 
chosen for upload. These are the data files described in Section 5.2 and are made 
available with the demonstrator download. These are set in the form shown in Figure 
10.  

For DICOM CT click ‘Browse’ and select all the files in “RadiotherapyGrid-
LiveDemo/datasets/verification/DicomCT”, then click ‘Send’.  

For DICOM RT Struct click ‘Browse’ and select “RadiotherapyGrid-
LiveDemo/datasets/verification/DicomRTStruct/SS.dcm.nid.nid” then click ‘Send’.  

For DICOM RT Plan click ‘Browse’ and select “RadiotherapyGrid-
LiveDemo/datasets/verification/DicomRTPlan/RXTPLAN.dcm.nid.nid” then click 
‘Send’. 

For DICOM RE Dose click ‘Browse’ and select “RadiotherapyGrid-
LiveDemo/datasets/verification/DicomRTStruct/DOSE.dcm.nid.nid” then click ‘Send’. 
The Server strips the files of private patient data before saving them.  

Then select ‘Preview’. You may need to set your browser to allow pop-ups for this 
button to work. 

 

Note: Do not use the advanced settings. 

Note: Whilst two windows or tabs may be open at this stage, it is only possible to edit the 
new screen. 



 

 

 Page 18 of 28 

 

 

Figure 11: Preview of DICOM files for treatment verification 

7. The mark couch option should be unchecked (see Figure 11). Click ‘Open viewer’. 

8. Select contour(s) to be shown using the checkboxes in the lower right (see Figure 
12). The contours (of organs for example) will be displayed over the image of the 
scan. Note that OAR stands for “Organ At Risk”. Close this window when finished. 
Then navigate back to the Verify Treatment page by clicking ‘Close’ on the Preview 
page. 

 

Figure 12: Displaying contours 

9. Before going on to start the verification process open the console and show the 
status of the resources by running the GridWay command gwhost . This is shown as 
the first resource list in Figure 16. Leave the console open; it will be used to show the 
resources after the process has started. 
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Figure 13: Progress of the verification process 

 

10. Once this is done select ‘Verify’ from the screen shown in Figure 10, then follow the 
‘<< Back’ link. A new process will be shown in the processes list, Figure 13. The 
status allows the user to follow the progress of the process. It can take several hours, 
so an e-mail will be sent to the user when it finishes. (However, this demo only shows 
the process being initiated and the resources being allocated, the results from the 
previously completed treatment will be used. This new process will be deleted later.) 

11. Click ‘<< Back’ to return to the home page and select the previously completed 
‘Breast Verification’ treatment by enabling the radio button, then click ‘Treatment 
Information’. Select ‘Show Results’. A screen to set the visualization parameters will 
be displayed first. (The ‘Open Viewer’ button should be enabled from running 
‘Generate Visualization’ before the demo. But, if not, set the values as shown in 
Figure 15 then select ‘Generate Visualization’. This can take up to a minute to 
complete). Click the ‘Open Viewer’ button. 
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Figure 14: Viewer of verification results 

12. The verification results will be displayed, similar to that shown in Figure 14. Click on 
the ‘PTV’ checkbox in the ‘Contours’ tab to outline the breast. Click on ‘Colorwash’ to 
show the calculated dose over the patient’s CT images. If an RT DOSE file was 
uploaded, the Gamma Map can also be shown over the CT. This compares the 
difference between the verification calculation and the dose calculated by the 
standard hospital software. Another way of comparison is the dose histograms. Click 
on the ‘Dose/Volume Histograms’ button. These show what dose level is applied to 
each organ. 

13. We now demonstrate the security features of the demo, the PEP and PDP. 
Unfortunately, demo presenters cannot be given access to these components for 
security reasons. Instead, please show the video “RGSecurityVideo.mov”. 

14. Return to the portal. Show that the verification is still running. 
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Figure 15: Visualization parameters for results 

15. Return to the portal. Click ‘<< Back’ to return to the main menu (Figure 4). Click on 
the ‘SLA Management’ button in Global Administrator Options. This page allows the 
configuration of various “global” options. Select the “Test resources” PreSLA from the 
list at the bottom using the radio buttons on the left. Click on the ‘Modify’ button. 
Show the resource settings. Do not modify any of the settings. 

 

Figure 16: Console showing the resources before and after the SLA negotiation 

 

16. The SLA negotiation through GridWay can be shown by returning to the console and 
using the Gridway command gwhost  again to display the computational resources 
after the launching of a process. The number of resources was increased 
automatically to meet demand. These resources were obtained using the SLA 
settings shown in the previous step. 

17. To log out of the portal, click ‘<< Back’ to reach the main menu then click ‘Logout’.  
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5.4 Uninstall 
Once the RadiotherapyGrid demo has been given the unzipped archive directory, 
RadiotherapyGrid_Live_Demo, can be deleted. 
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6. Presentation 
The PowerPoint presentation can be looped continuously. To set the presentation to 
continuous loop, first open the presentation. Select the 'Slide Show' menu, then 'Set Up 
Show...', see Figure 17. 

 

Figure 17: Select Set Up Show from the Slide Show menu. 

  On the ‘Set Up Show’ panel select the checkboxes as shown in Figure 18: 

·  'Browsed at a kiosk (full screen)' in the Show type area 

·  'Using timings, if present', in the Advance slides area 

 

Figure 18: ‘Set Up Show’ panel options. 

To set the show going select 'View' then 'Slide Show' or F5. Press the Esc key to exit full 
screen mode at any time. 

 

 

 

 

 

� � �� � � � � �Figure 1718

� � �� � � � � �Figure 1819
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7. Script 
 

The user logs in over a secure connection 

The portal is configured by a hospital administrator: tomographs perform the patient scans; 
accelerators apply the radiation treatment to the patients.  

Treatments are created by radiophysicists. For this demonstration we are going to perform a 
verification of a breast cancer treatment. 

The accelerator, tomograph and dose algorithm are selected. The Monte Carlo algorithm 
calculates the radiation dose to be applied to the cancer and is highly computationally 
demanding. 

The treatment files are anonymised to guarantee patient privacy before uploading. 

A preview allows the information to be checked before starting the computationally intensive 
verification process. 

The viewer displays the contours of the organs to be treated, in this case the breast. 

For demonstration purposes only, we check that no computational resources are used at the 
moment. However, thanks to SLA Component, it is guaranteed that enough computing 
resources will be available to the hospital. 

The verification process can take several hours. The progress can be checked on the web 
portal. When the process is finished, an email is sent to the user. 

An already finished breast treatment verification is used to show the results of the 
verification. 

This screen allows some visualisation parameter configuration. 

In the viewer, the contours of the tumour and organs can be shown. 

Here, the dose distribution (calculated by Monte Carlo) is shown, which allows verification of 
the planned treatment. 

This can be compared to the dose calculated by the standard hospital software by using the 
gamma map, which shows the difference. 

Another way of comparison are the dose histograms; these shows what dose level is applied 
to each organ. 

Behind the scenes, two components used to ensure security are highlighted: PDP and PEP. 

Here the sequence of filters for requests is shown. When a request to a Radiotherapy service 
is made, a new message is created and a user role is associated. The component checks if 
the request is expired or permitted. Not all roles are allowed to access all services, hence a 
request has to be authorised. 

PDP also protects against so called SQL Injection Attacks.  

Here such an attack is demonstrated, and the false request is blocked.  

Now a correct request performed by the hospital administrator role is submitted. It asks for 
the list of users which are shown in the response. 

The PDP log shows that the request of a hospital admin (role) for a resource (list of user 
names) is confirmed by returning "Permit". 

When we perform the same operation with a normal user role, the response will be "Message 
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Blocked".  

And, in the log, we see that the user's request is "Denied" 

In the Monitoring tool of the Gateway we can see Permitted and Blocked messages. 

Back in the portal, the SLA Component is demonstrated. 

The verification started earlier is still running. 

Going behind the scenes, previously we didn't use any resources, but now three high 
performance computers are used to perform the verification. 

The number of nodes used can be seen. 15 nodes each of the first two, and 60 of the third. 
In total, 90 nodes are used. 

Back in the portal, the system administrator can manage the SLA component.  

Here we can set the global conditions for the negotiation 

Looking at an existing resource we can see the individual conditions such as the number of 
cores, cost and memory. 

Going back to the resources being used these were negotiated by the SLA component based 
on the conditions we just saw. 
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BEinGRID Licence 
Copyright © The University of Edinburgh, 2009 

Portions Copyright © CESGA, 2009 

Portions Copyright © Universidade de Vigo, 2009 

Portions Copyright © Universidade de Santiago de Compostela, 2009 

This is a public deliverable that is provided to the community under the license Attribution-NoDerivs 2.5 defined by creative 
commons � ��� �� � � � � �� 	 
 � ��
 
 � � � � � � � �� 	 �  

This license allows you to  

�  to copy, distribute, display, and perform the work 

�  to make commercial use of the work 

Under the following conditions: 

 Attribution. You must attribute the work by indicating that this work originated from the IST-BEinGRID 
project and has been partially funded by the European Commission under contract number IST - 
034702 

 No Derivative Works. You may not alter, transform, or build upon this work without explicit permission 
of the consortium 

�  For any reuse or distribution, you must make clear to others the license terms of this work. 

�  Any of these conditions can be waived if you get permission from the copyright holder. 

This is a human-readable summary of the Legal Code below: 

License  

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE COMMONS PUBLIC LICENSE ("CCPL" OR 
"LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF THE WORK OTHER THAN AS 
AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED. BY EXERCISING ANY RIGHTS TO THE WORK PROVIDED 
HERE, YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS OF THIS LICENSE. THE LICENSOR GRANTS YOU THE RIGHTS 
CONTAINED HERE IN CONSIDERATION OF YOUR ACCEPTANCE OF SUCH TERMS AND CONDITIONS.  

1. Definitions  

a. "Collective Work"  means a work, such as a periodical issue, anthology or encyclopedia, in which the Work in its entirety in 
unmodified form, along with a number of other contributions, constituting separate and independent works in themselves, are 
assembled into a collective whole. A work that constitutes a Collective Work will not be considered a Derivative Work (as defined 
below) for the purposes of this License.  

b. "Derivative Work"  means a work based upon the Work or upon the Work and other pre-existing works, such as a translation, musical 
arrangement, dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridgment, condensation, or 
any other form in which the Work may be recast, transformed, or adapted, except that a work that constitutes a Collective Work will not 
be considered a Derivative Work for the purpose of this License. For the avoidance of doubt, where the Work is a musical composition 
or sound recording, the synchronization of the Work in timed-relation with a moving image ("synching") will be considered a Derivative 
Work for the purpose of this License.  

c. "Licensor"  means all organisations holder of a copyright as set forth in the header of this License. 
d. "Original Author"  means the individual or entity who created the Work.  
e. "Work"  means the copyrightable work of authorship offered under the terms of this License.  
f. "You"  means an individual or entity exercising rights under this License who has not previously violated the terms of this License with 

respect to the Work, or who has received express permission from the Licensor to exercise rights under this License despite a 
previous violation.  

2. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict any rights arising from fair use, first sale or other limitations on 
the exclusive rights of the copyright owner under copyright law or other applicable laws.  

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You a worldwide, royalty-free, non-exclusive, 
perpetual (for the duration of the applicable copyright) license to exercise the rights in the Work as stated below:  

a. to reproduce the Work, to incorporate the Work into one or more Collective Works, and to reproduce the Work as incorporated in the 
Collective Works;  

b. to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly by means of a digital audio transmission 
the Work including as incorporated in Collective Works.  

c. For the avoidance of doubt, where the work is a musical composition: 
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i. Performance Royalties Under Blanket Licenses. Licensor waives the exclusive right to collect, whether individually or 
via a performance rights society (e.g. ASCAP, BMI, SESAC), royalties for the public performance or public digital 
performance (e.g. webcast) of the Work. 

ii. Mechanical Rights and Statutory Royalties. Licensor waives the exclusive right to collect, whether individually or via a 
music rights society or designated agent (e.g. Harry Fox Agency), royalties for any phonorecord You create from the Work 
("cover version") and distribute, subject to the compulsory license created by 17 USC Section 115 of the US Copyright Act 
(or the equivalent in other jurisdictions). 

d. Webcasting Rights and Statutory Royalties. For the avoidance of doubt, where the Work is a sound recording, Licensor waives the 
exclusive right to collect, whether individually or via a performance-rights society (e.g. SoundExchange), royalties for the public digital 
performance (e.g. webcast) of the Work, subject to the compulsory license created by 17 USC Section 114 of the US Copyright Act (or 
the equivalent in other jurisdictions). 

The above rights may be exercised in all media and formats whether now known or hereafter devised. The above rights include the right to make 
such modifications as are technically necessary to exercise the rights in other media and formats, but otherwise you have no rights to make 
Derivative Works. All rights not expressly granted by Licensor are hereby reserved. 

4. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the following restrictions:  

a. You may distribute, publicly display, publicly perform, or publicly digitally perform the Work only under the terms of this License, and 
You must include a copy of, or the Uniform Resource Identifier for, this License with every copy or phonorecord of the Work You 
distribute, publicly display, publicly perform, or publicly digitally perform. You may not offer or impose any terms on the Work that alter 
or restrict the terms of this License or the recipients' exercise of the rights granted hereunder. You may not sublicense the Work. You 
must keep intact all notices that refer to this License and to the disclaimer of warranties. You may not distribute, publicly display, 
publicly perform, or publicly digitally perform the Work with any technological measures that control access or use of the Work in a 
manner inconsistent with the terms of this License Agreement. The above applies to the Work as incorporated in a Collective Work, but 
this does not require the Collective Work apart from the Work itself to be made subject to the terms of this License. If You create a 
Collective Work, upon notice from any Licensor You must, to the extent practicable, remove from the Collective Work any credit as 
required by clause 4(b), as requested.  

b. If you distribute, publicly display, publicly perform, or publicly digitally perform the Work or Collective Works, You must keep intact all 
copyright notices for the Work and provide, reasonable to the medium or means You are utilizing: (i) the name of the Original Author 
(or pseudonym, if applicable) if supplied, and/or (ii) if the Original Author and/or Licensor designate another party or parties (e.g. a 
sponsor institute, publishing entity, journal) for attribution in Licensor's copyright notice, terms of service or by other reasonable means, 
the name of such party or parties; the title of the Work if supplied; and to the extent reasonably practicable, the Uniform Resource 
Identifier, if any, that Licensor specifies to be associated with the Work, unless such URI does not refer to the copyright notice or 
licensing information for the Work. Such credit may be implemented in any reasonable manner; provided, however, that in the case of 
a Collective Work, at a minimum such credit will appear where any other comparable authorship credit appears and in a manner at 
least as prominent as such other comparable authorship credit.  

5. Representations, Warranties and Disclaimer. UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN WRITING, LICENSOR 
OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND CONCERNING THE MATERIALS, 
EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, 
FITNESS FOR A PARTICULAR PURPOSE, NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR 
THE PRESENCE OF ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS DO NOT ALLOW THE 
EXCLUSION OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU. 

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR BE LIABLE TO YOU 
ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR EXEMPLARY DAMAGES ARISING OUT OF 
THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.  

7. Termination  

a. This License and the rights granted hereunder will terminate automatically upon any breach by You of the terms of this License. 
Individuals or entities who have received Collective Works from You under this License, however, will not have their licenses 
terminated provided such individuals or entities remain in full compliance with those licenses. Sections 1, 2, 5, 6, 7, and 8 will survive 
any termination of this License.  

b. Subject to the above terms and conditions, the license granted here is perpetual (for the duration of the applicable copyright in the 
Work). Notwithstanding the above, Licensor reserves the right to release the Work under different license terms or to stop distributing 
the Work at any time; provided, however that any such election will not serve to withdraw this License (or any other license that has 
been, or is required to be, granted under the terms of this License), and this License will continue in full force and effect unless 
terminated as stated above.  

8. Miscellaneous  

a. Each time You distribute or publicly digitally perform the Work, the Licensor offers to the recipient a license to the Work on the same 
terms and conditions as the license granted to You under this License.  

b. If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the validity or enforceability of the 
remainder of the terms of this License, and without further action by the parties to this agreement, such provision shall be reformed to 
the minimum extent necessary to make such provision valid and enforceable.  

c. No term or provision of this License shall be deemed waived and no breach consented to unless such waiver or consent shall be in 
writing and signed by the party to be charged with such waiver or consent.  

d. This License constitutes the entire agreement between the parties with respect to the Work licensed here. There are no 
understandings, agreements or representations with respect to the Work not specified here. Licensor shall not be bound by any 
additional provisions that may appear in any communication from You. This License may not be modified without the mutual written 
agreement of the Licensor and You.  
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