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1. Executive summary

Following the work performed so far, especially in D.2.6.6, this Deliverable contains a further
set of questions from and for the BEs. We will in particular focus on two aspects: SLAs and
patent infringements. As regards SLAs, it will be assessed which potential risks Grid and
Grid-based service providers have to face, but above all we will provide for some tips for the
BEs. First of all, BEs should use a written form for their SLASs, in order to have an evidence of
the existence of the agreement and of its content. The written document can be in paper-
based or in electronic form, as far as it assures a durable record of the contract.

Regarding the content of the SLA, we will assess that SLAs in Grid environments are
supposed to be different from ‘traditional’ agreements, given the fact that the customer is
expected to require a better QoS and an enhanced level of availability of the services. This is
in line with the ‘missions’ and the nature of Grid technology. Special attention will be paid to
the clauses on the applicable law governing the SLA and to the provisions on the competent
court in case of disputes, according to the applicable European legal framework. These
provisions are very important in order to avoid troubles and assure a good business relation
between the parties involved, and should be included in all SLAs even when they are
electronically negotiated (within the limits of the possibilities to electronically negotiate a
contract).

Applicable law and jurisdiction shall be assessed in different ways depending on the other
party of the SLA, in other words in case of B2B SLA the parties are basically free to set what
they want in the contract while in B2C there are some rules of strict application that are
aimed to protect the weakest party, i.e. the consumer. Those provisions must be taken into
account by the BEs if and when selling e-services to private customers in order to avoid that
some clauses in the SLA are declared void or unenforceable.

The last question will be devoted to patent infringements. So far only BE25 may be affected
by this issue and therefore we will focus on the prior art research performed by this BE. The
results will show that no major risks for the BE exist, although the topic is very sensitive and
further analysis will be required when the BE will finally sell its solutions.
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2. Introduction and Purposes

This Deliverable is the follow up of D.2.6.6 which was dedicated to the legal analysis of the
second and first waves of BEs. To be more precise, that paper contained a set of legal
questions proposed by the BEs to which a concrete solution was provided, together with an
analysis of potential patent infringements regarding BE15. This Deliverable follows a similar
structure, as it will be showed below. First of all, it is necessary to point out that a detailed
analysis of the BEs has been provided in another document, precisely in D.2.3.3, where we
carried on an analysis of the exploitation plans of the second wave of the BEs. The scope of
D.2.6.8 is different: we want to address some specific legal topics that are likely to arise
during the BEs’ life and that will potentially affect their business operability. These issues
come from the analysis of their exploitation plans and, especially, from the phone and face-
to-face consultancy performed with them in the last months. Only from a direct and effective
interaction with the BEs it is in fact possible to understand what they need and what must be
addressed in this document.

At the same time, the role of the author is not purely passive. Our goal is also that of
exploring new fields of research and not of simply copying analysis carried on in the past.
With this regard the BEs have at their disposal a conspicuous amount of material and a great
number of Deliverables, apart from the documents published in Gridipedia and in other
sources (publications). In other words, we wanted that the BEs pose their attention on some
specific issues that have been analysed in other WPs of the project but not yet from the legal
point of view. The biggest gap in this sense was about Service Level Agreements (SLAS).
For the very fact that they are contracts, WP 2.6 claims its competence to say something
about the issue, with a twofold goal: provide concrete guidance for the BEs (and avoid that
they receive information of legal nature from non-qualified sources) and assure consistency
and completeness to BEInGRID as a whole.

SLAs are absolutely pivotal, and affect all BEs: they need suggestions and they asked for
tips in order to avoid mistakes that can require time and money to be solved. The objective of
WP 2.6 is that of preventing problems rather than solving them, and this Deliverable must be
read in the light of this consideration. Having said that, the analysis of SLAs for the BEs will
focus on the following issues:

1. The content of SLAs in Grid environments: in other words, we will address whether
or not an SLA in a Grid scenario is likely to be different from the agreements entered
into by the parties in a non-Grid environment.

2. The legal assessment of e-negotiations of SLAs: are they allowed? Are the contracts
automatically negotiated valid and enforceable? Which concrete tips can be given to
the BES?

3. The form of the SLA: is it necessary to draft it in a written form? Which value do e-
documents have and how is it possible to sign them?

4. The law applicable to SLAs involving partners from different countries from the point
of view of private international law and both in case of B2B and B2C agreements:
simply stated, which law will govern the contract?

5. Issues of jurisdiction in case of B2C and B2B SLA: which court will be competent to
solve the dispute with a consumer if the parties are established in different
countries?

The above questions will be provided with solutions according to the applicable European
legal framework, as usually done in all previous Deliverables. Furthermore, the style adopted
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will be practical rather than academic, although some of the issues above will be the object
of academic publications aimed at promoting and disseminating the research carried on
within BEinGRID.

The last question will have a different focus and scope: instead of SLAs, it will regard patent
infringements, as requested by the reviewers. The analysis provided will be dedicated to the
only BE that is in the potential situation to face the problem of violation of existing patents
and/or patent applications: BE25. As far as we are aware, and as far as the BEs are aware,
BE25 is the only one that needs this assessment, and therefore BE25 is the only one that
performed a prior art research about existing and pending patents. BE25 is also considering
about addressing non-European markets, and for this reason it is affected by the topic under
analysis. What they do and develop, in fact, is not patentable in Europe, but the solution may
be different if we take into account the state of the art in the United States. As said in other
documents, especially in the long section dedicated to patents in the Activity 2 Meta-
deliverable, software and methods in principle are not patentable according to the European
legislation and the case law of the EPO. This means that, as far as the BEs sell their
solutions only in Europe, no patent infringements may, in principle, arise. The situation can
be dramatically different if other markets are addressed.

2.1 References

BEINnGRID, Business Exploitation of BEInGRID — The First 18 Business Experiments (AC2
meta-deliverable)

BEINGRID, D.2.6.1. Introductory Report on Legal Issues Related to Grid Computing
BEINGRID, D.2.6.4. Legal Report on Contractual and Liability Questions
BEInGRID, D.2.6.6. Report on Legal Analysis of BEs (2" wave)

Berliri, M.: Jurisdiction and the Internet, and European Regulation 44 of 2001. In: Woodley,
S. (ed.) E-Commerce: Law and Jurisdiction. CLYIB, pp. 1--12. Kluwer Law International, The
Hague (2008)

De Cristofaro, M.: La tutela giurisdizionale ordinaria nella virtualita del cyberspazio:
competenza interna e giurisdizione. In: Rossello, C., Finocchiaro, G., Tosi, E. (eds.) Trattato
di Diritto Privato, Commercio Internazionale. Giappichelli, Torino (2007)

European Commission, European Council: Joint Council and Commission statements on
Council Regulation (EC) N (...) on jurisdiction and the recognition and enforcement of
judgments in civil and commercial matters. Doc. 13742/00 JUSTCIV 131 (2000)

European Commission: Proposal for a Council Regulation (EC) on jurisdiction and the
recognition and enforcement of judgments in civil and commercial matters (presented by the
Commission). COM (1999) 348 final 99/0154 (CNS)

Foss, M., Bygrave, L.: International Consumer Purchases Through the Internet: Jurisdictional
Issues Pursuant to European Law. Int'l J. L. IT 8:99, 99--138 (2000)

Franzina, P.: La giurisdizione in materia contrattuale, L'art. 5 n. 1 del regolamento n.
44/2001/CE nella prospettiva della armonia delle decisioni. Cedam, Padova (2006)

Graham, J.A.: The Cybersecurities’ Notion of “Targeting” in General Private International
Law. Cyberbanking & Law (2003)
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Murray, A.D.: Entering into contracts electronically: the real WWW. In: Edwards,
Lilian and Waelde, Charlotte, (eds.) Law and the internet: a framework for electronic
commerce. Hart Publishing, Oxford, UK, pp. 17-36 (2000)

Riefa, C.: Article 5 of the Rome Convention on the Law Applicable to Contractual Obligations
of 19 June 1980 and Consumer E-contracts: The Need for Reform. Inf. Comm. Tech. L. 13:1,
59--73 (2004)

Rosner, N.: International Jurisdiction in European Union E-Commerce Contracts. Available at
http://www.lIrx.com/features/eu_ecom.htm (last retrieved 21.4.2009)

Rowe, H.: E-Commerce: Jurisdiction Over On-Line Contracts and Non-Contractual Cross-
Border Disputes, Part 1. J. Int’l. Bank. Fin. L. 19:2, 51--55 (2004)

Stone, P.: The Treatment of Electronic Contracts and Torts in Private International Law
Under European Community Legislation. Inf. Comm. Tech. L. 11:2, 121--139 (2002)

Wwild, C., Weinstein, S., Riefa, C.: Council Regulation (EC) 44/2001 and Internet Consumer
Contracts: Some Thoughts on Article 15 and the Futility of Applying “In the Box” Conflict of
Law Rules to the “Out of Box” Borderless World. Int'l Rev. L. Computers & Tech. 19:1, 13--21
(2005)

2.2 Glossary of Acronyms

Acronym Definition

Art. Article

B2B Business to Business
B2C Business to Consumer
BE Business Experiment

BEINGRID Business Experiments in Grid

CNIPA Centro Nazionale per Informatica nella Pubblica Amministrazione
D Deliverable

EC European Communities

ECJ European Court of Justice

EPC European Patent Convention

EPO European Patent Office

EU European Union

FAQ Frequently Asked Questions
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ICT Information Communication Technology
IPR Intellectual Property Right
QoS Quality of Services
SaaS Software as a Service
SLA Service Level Agreement
usS United States
WIPO World Intellectual Property Organisation
WP Work Package
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3. F.A.Q. section: the questions of the BEs and the
corresponding legal analysis

3.1 SLA: the content in a Grid environment

Question: is it possible to expect that the content of SLA(S) in a Grid environment is different
from those entered into in a non-Grid environment? How should the BEs behave?

We start the list of questions and corresponding analyses with a doubt that we, acting as
legal and business consultants, proposed to the BEs. We asked, in fact, whether or not they
do believe that the content of the SLAs that they see, apply and draft in a Grid environment is
different, or is expected to be different, from those currently adopted in non-Grid scenarios.
This question may seem to be purely theoretical and academic, but in reality it has a great
practical impact. First of all, SLAs, as pointed out in the introduction, are agreements that
play a pivotal role in Grid scenarios: they regulate, in fact, the provision of Grid services
and/or of the services based on the Grid and set the most important elements of the
relationships between the parties in a Grid value chain, or at least in a section of such value
chain, like the quality of services (Q0S), the security measures, the fees, etc. In other words,
a SLA is a contract between a user and a provider of a service specifying the conditions
under which a service may be used and it describes the provider's commitments and
specifies the penalties if those commitments are not met.

Having said that, it is extremely important to assess which effect (if any, and to what extent)
Grid technology has on the SLAs, and the same applies for other technologies that adopt
dispersed resources like Cloud computing. The BEs took our question into account and, from
informal talks during the legal consultancy phase, came out that around 20 % of the BEs (2™
wave) do believe that Grid technology has impacts on the SLAs entered into, in other words
the SLAs in Grid scenarios are expected to be different from those drafted in a non-Grid
environment. The other BEs, then, did not provide a negative assessment but they are still
not able to give an answer.

This section of the Deliverable has the aim to help them to give an answer, and therefore to
draft SLAs that are consistent with the technology they adopt and that can fully satisfy the
customers and respect applicable legal provisions. This shows clearly that the analysis
performed here has practical impacts and it can be used in the everyday business life of the
BEs. In order to help the BEs to give an answer we do first take into account the business
practice of big international Grid providers and, at the same time, we try to be in the shoes of
a typical client of Grid services. Before entering into a detailed analysis, we have to say that
it can be applied to all the SLAs that are entered into in a Grid or SaaS value chain. To give a
concrete example, following the typical SaaS paradigm, there is a technology (Grid) provider,
a service (SaaS) provider and an end user. There will be therefore two SLAS: one between
the Grid provider and the SaaS provider and one between the SLA provider and the end
user. Both SLAs are affected by the considerations that are the object of these pages, thus
both of them may have a different content from the SLA that are drafted in an hypothetical
SaaS provision in a non-Grid environment.

To the ends of our analysis, the core of the SLA is the definition of the QoS, more specifically
the level of availability and system performance, i.e. the management on top of the allocated
resources: availability (compute resources, storage etc), network performance (latency,
throughput), etc. For simplicity we will use only the expression availability.
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Apart from this, being in the shoes of the customer means trying to give an answer to the
following question: why should the SLA in a Grid environment (and the same applies to
Cloud computing) be the same as in non-Grid scenarios? If, in fact, the services provided are
expected and promised to be better, the SLA should be more favorable for the customer.
Every vendor of Grid services or Grid-based services, in fact, is supposed to promote,
directly or indirectly, his products and say that they are better and cheaper than those of his
competitors that do not adopt Grid technologies. Without entering into further details and
discussions, this is supposed to be sure.

What about the business practice? In reality it shows that the SLAs, as regards at least the
promised availability level, are better for the customers than before the advent of the Grid.
First of all, customers are aware of the benefits of Grid (not always, of course, but sometimes
or often) and, for instance, most clients of Xignite (financial Web service provider that
delivers market data from the Cloud) are fine with 99.5 to 99.9 % availability and some want
as high as 99.99 %'. Gary Slater (of LiveOps), then, declared that clients want their system
to work all the time®’. These statements come from business cases involving Cloud
technology, but the same may be applied to the Grid, at least to the ends of the drafting of
SLAs.

The answer of the informed and rational customer, thus, is expected to be the following: if the
client pays for a service that is expected to be better than that he was used to, he wants to
see this in the SLA he signs. In this sense there is, and there should be, an influence of
technology on legal agreements, namely the SLAsS. Thus the availability level promised by
the Grid provider in the SLA should be very high and favorable for the customer. The
business practice shows that this statement is true and adopted by big international
technology providers. We provide some examples from Grid/Cloud vendors: as regards
Amazon, the service availability for S3 Simple Storage Service (storage of the customer’s
data in 1 bucket) is 99.9 %, while the service availability for EC2 Elastic Compute Cloud,
based on Cloud technology, is 99.95 %>. In the latter case, the SLA is more favorable for the
client given the fact that the service availability promised by Amazon is higher.

For what concerns the Grid, Joyent offers an accelerator hosting SLA (Grid container hosting
account services), thus based on Grid technology, and the SLA states that the service
availability is 100 % for all users®. This is a very good example of how Grid technology may
increase the quality of the services offered to the customers and of the need to reflect this
improvement in the contracts signed with the clients. The SLAs drafted and entered into by
the BEs should follow the same rationale, and should have written in clear letters that the
client will benefit from a better service than that offered by companies that do not adopt Grid
technologies.

3.2 E-negotiations from the legal point of view

Question: to what extent e-negotiation mechanisms are legally valid and acceptable? Is there
the risk that the contract will be declared invalid or void?

! http://www.linuxinsider.com/story/must-read/65137.html?wlc=1241790805 (retrieved 8/5/09).
21d.
% See http://aws.amazon.com/ (retrieved 8/5/09).

4 http://www.joyent.com/accelerator (retrieved 12/12/08).

© BEINnGRID consortium Page 11 of 31



D.2.6.8. Report on Legal Analysis of BEs (2nd wave) — Follow Up

Negotiations play a pivotal role in the life of any SLA. In this phase, in fact, the parties decide
the respective obligations, in particular which services, and at which level, the Grid provider
will supply and which price the customer will pay. Typically, the negotiations follow the so-
called SLA contract definition, which consist of the proposal by one of the parties and the
definition of a template. After the negotiations there will be the ‘signing’ of the contract, i.e.
the agreement will enter into force and will deploy all its effects. The question proposed by
many BEs regards the possibility to have electronic negotiations, so that the contract will be
drafted by humans and computers together and, in a more advanced scenario, only by
computers. In both cases, the BEs wants to know whether or not there is, legally speaking, a
contract, and whether or not this contract will be valid and enforceable.

We provide a solution to this question starting from the former situation (human and
computer-generated negotiations, in other words human intervention combined with
computer-generated process). There are already examples of common types of this kind of
negotiations, like the g-Forge SLA-negotiation (which is supposed to be adopted and used by
some BESs). In g-Forge, in fact, there is a plug-in that is used to decide whether an offer shall
be refused or accepted: the final decision is in any case taken by a human being. Another
example, probably adopted by some BEs, is the Web Services Agreement Specification
(WS-Agreement): in this case the protocol is based on a simple round “offer, accept’
message exchange. It is evident that in both cases the relation between the computer and
the human operator is of complementarity, so that the computer controls some aspects of the
negotiations while a human being takes the final decision. This is different from negotiations
entirely controlled by machines but, at the same time, it is also different from traditional
negotiations entirely directed and controlled by persons.

The most important aspect to point out is that as far as the parties can manage the
negotiations and the agreement reflects their will, no legal contractual barriers will arise. This
means that if the parties have an active role and take the most important decisions during the
negotiations, like accept/refuse, there will be a valid SLA. The behavior of the parties, of
course, must be assessed on a case-by-case basis, but in principle we can say that the
computers (with this word we mean generally ICT components, both hardware and software)
should only assist the human operators. Allowing the matching of the different offers, in fact,
does not mean accepting an offer.

The second scenario is that of negotiations that are entirely controlled and directed by
computers. Provided that we are not so sure that this is a feasible and viable solution, and
we doubt that it can be realistic, at least in the near future, it is not possible to exclude it from
the spectrum of the possibilities, and the BEs, in fact, show interest about it. In this scenario
the human intervention is limited to an initial input, but nothing more. The ‘decision’ about
acceptance/refuse, price of the services, etc is taken by computers. With this regard, we are
not so sure that it is possible to talk about decision: this requires the active intervention of a
man who acts on the basis of his will. A conscious will is therefore required.

This means that there are doubts concerning the validity and enforceability of the contract: in
particular, it is not so sure that there is a real contract from the legal point of view. A general
principle of contract law, accepted by all countries, is that the will of the parties is one of the
necessary requisites to have an agreement. The parties must want to agree on something.
Provided the existing principles and laws in the area of contract law, it is probably impossible
to say that a contract entirely generated by computers is a valid agreement. Different
opinions are of course possible, and not all the laws in the world follow the same principles.
Our solution is based on the most commonly accepted ideas at European level.

Provided that an entirely computer-generated SLA (or, in general, contract) is invalid, there is
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a possibility to avoid problems, and it is the adoption of a (not extremely complex) contractual
architecture. To be more precise, the parties may enter into a framework agreement, drafted
by the parties (i.e. a human-generated contract), that states that they will be bound to the
results of the electronic negotiations. Therefore, they give a sort of proxy to the computers
that will negotiate and decide on their behalf. This solution seems to be safe from the legal
point of view and reduces (or, as we believe, eliminates) the risks of invalidity of the SLA.
The source of the validity of this agreement, in fact, is the first contract made by the parties.

3.3 The form of the SLA

Question: how should a SLA entered into by the parties be from the point of view of the
form? Is it necessary to draft a written contract? Which possibilities do the BEs have?

The form of the SLA is an aspect that has to be duly taken into account by the parties. First
of all, it is necessary to point out that the form of a contract is a matter of national law, so that
basically there are no general rules that apply to all agreements on a European scale.
Having said that, there are principles followed by all jurisdictions, one of those being the
creation of the contract. As a general rule, in fact, a contract is deemed to come into
existence when acceptance of an offer has been communicated to the offeror by the offeree
or when the offeror knows that the offeree accepted.

Another principle is the freedom of form, which means that the parties are free to choose
whatever form for a SLA. This principle is usually mitigated by national laws as regards some
particular contracts, like those who transfer the ownership of real estate properties,
marriages, donations, etc. SLAs are expected to fall outside the scope of those exceptions,
so that in principle it can be entered into by the parties in written or in oral form. Two
considerations have to be done: first of all, the parties should check whether or not there are
indeed exceptions that do apply (regarding, for instance, the written form required for
contracts exceeding a certain amount of money). In case of international agreements, i.e.
SLAs involving parties established in more countries, the European and international rules
that apply tend to recognise the validity of contracts in as many cases as possible (see infra
for further details). In some particular cases, then, a written form may be required for some
particular provisions in the SLA, like that specifying the competent court (see infra).

Secondly, it is always advisable to have a written SLA, even if not requested by the law. A
written record of the contract can be obviously useful to have an evidence of the existence of
the agreement and of its content. It is hardly imaginable, in fact, to set litigation about, for
instance, the enforcement of an SLA if the parties cannot prove that a SLA exists between
them. Having said that, which possibilities do the parties have when they want to draft a
written SLA? What does it mean the expression ‘written form’ in the era of ICT?

In the past, in fact, it was very clear that written form means on a paper-based support. Now
things are not anymore so obvious and many doubts may arise. Legally speaking, at
European level there is a principle, set forth by Directive 1999/93/EC®, pursuant to which all
Member States shall allow the conclusion of e-contracts signed with an electronic signature.
The use of electronic signature comes into play when the written form is requested by the
law: if such requirement does not apply, but the parties want in any case a written record, a

® Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a Community
framework for electronic signatures [OJ L13, 19.1.2000, p. 12-20].
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simple written text is enough (e.g. an email, or any other document on a durable support).

When a written form is requested, thus, the signature comes into play. In some cases the
applicable laws and regulations set a written form, for instance when the parties, in B2B
contracts, want to set a choice of court provision. The choice of court, in fact, must respect
some formal requirements, so that it must be, pursuant to art. 23(1) second part of
Regulation 44/2001 (see infra), either: “(a) in writing or evidenced in writing; or (b) in a form
which accords which practices which the parties have established between themselves; or
(c) in international trade or commerce, in a form which accords with a usage of which the
parties are or ought to have been aware and which in such trade or commerce is widely
known to, and regularly observed by, parties to contracts of the type involved in the particular
trade or commerce concerned.” As regards this last requisite, it is necessary to perform a
case-by-case analysis in every business and commercial sector in order to evaluate the most
used practices. Nevertheless, the lawmaker of the Regulation introduced a useful
specification, so that, according to art. 23(2), “any communication by electronic means which
provides a durable record of the agreement shall be equivalent to ‘writing”. The key factor is
thus the durable record of the electronic agreement, i.e. of the provision in the SLA that
contains the choice of court provision.

It is important to say, then, that the e-signature can be attached also to an e-mail (also in this
case we have a valid electronic document that respects the requisite of the written form) and
that, of course, the parties can prefer to sign a ‘real’ paper-based contract with a ‘real’
signature. The applicable laws provide for many possibilities, but the parties should also
verify the level of acceptance of electronic documents in practice by public authorities and
courts. Another aspect to highlight regards the procurement agreements with public
institutions: in principle they will allow the signing of e-SLAs (i.e. on electronic form) but in
some cases the problem that arises is linked to the standards and specifications of the
electronic signature of the Grid or Grid-based service provider. Some European countries, in
fact, apply higher standards than others, so that an e-signature which is perfectly valid in one
Member State is not accepted by the public authorities of another country. This is what has
been recently disclosed to the author by a manager of the Italian government authority
competent for the adoption of ICT by national and local public administrations (CNIPA). The
solution to these problems must be found on a case-by-case basis.

3.4 SLA: the applicable law (1)

Question: in case of B2B SLA, which law will govern the contract and will be applicable to the
contractual obligations arising from the SLA?

We said above that the SLA is a contract. A contract must be governed by a national law,
which will regulate its life, the way it can be terminated, how potential problematic issues can
be solved, how it shall be interpreted, etc. A contract exists because the law states that it can
exist but the role of the law does not end at the ‘genetic’ moment. The law follows an
agreement during its entire life.

It is obvious that if a contract is entered into by two parties that are located in the same
country there are no particular problems as regards the applicable law: a contract signed in
Brussels by two companies or persons established, resident or based in Belgium, Belgian
law will regulate the contract (unless the parties decide otherwise). The problems arise if and
when parties are established in different countries. In a Grid scenario, and particularly in the
BEs, it is possible to have a Grid provider located in a country and a group of customers who
live or are based in other countries. In this case, a problem arises: which law will govern the
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contract? In order to provide a solution to this question, the legal source to apply is the
Convention on the Law Applicable to Contractual Obligations of 1980° commonly called
Rome Convention. This convention applies to contractual obligations, i.e. obligations arising
from contracts, with some exceptions that are not relevant to the ends of our analysis. A
typical SLA for the provision of Grid services or Grid-based services will fall under the scope
of application of the Rome Convention.

The first principle that allows us to provide a solution to the above question is Article 3(1),
which states that “a contract shall be governed by the law chosen by the parties”.
Furthermore, “the choice must be expressed or demonstrated with reasonable certainty by
the terms of the contract or the circumstances of the case. By their choice the parties can
select the law applicable to the whole or a part only of the contract.” Therefore the parties
can and should state clearly, without ambiguous expressions, in the SLA which law will be
applicable to govern the contract.

But what does it mean exactly ‘governing’ the contract? The answer is provided by art. 10(1)
that list the topics that shall be governed by the applicable law as individuated by art. 3(1)
and by other provisions that will be analysed infra:

“(a) interpretation;
(b) performance;

(c) within the limits of the powers conferred on the court by its procedural law, the
conseqguences of breach, including the assessment of damages in so far as it is governed by
rules of law;

(d) the various ways of extinguishing obligations, and prescription and limitation of actions;
(e) the consequences of nullity of the contract.”

This list is pretty clear and does not require particular explanations: the law applicable will
govern basically the entire life of the SLA, including its interpretation, the consequences of its
invalidity and nullity if and when necessary, the performance of the obligations set forth by
the agreement, the damages linked to the non-fulfilment of these obligations, etc.

Having said that, we have to assess which law will govern the contract if the parties do not
select an applicable law in the SLA. In this case, pursuant to art. 4(1), “the contract shall be
governed by the law of the country with which it is most closely connected.” Furthermore,
“nevertheless, a severable part of the contract which has a closer connection with another
country may by way of exception be governed by the law of that other country.” We focus
here on the simplest case, where the entire contract is governed by one law (and this will be
probably the case in point with the BES). But how is it possible to assess with which country
the contract is most closely connected? What does it mean in practice?

According to art. 4(2) “it shall be presumed that the contract is most closely connected with
the country where the party who is to effect the performance which is characteristic of the
contract has, at the time of conclusion of the contract, his habitual residence, or, in the case
of a body corporate or unincorporated, its central administration.” The performance which is
characteristic of the contract is normally the provision of the service, thus, to make some
examples, the supply of Grid services or of Grid-based services (in case of SaaS, the

® 1980 Rome Convention on the law applicable to contractual obligations (consolidated version) [OJ C 27,
26/01/1998, p. 34-46]. For contracts concluded after 17 December 2009, Regulation (EC) 593/2008 of 17 June
2008 on the law applicable to contractual obligations (Rome 1) [OJ L 177, 4/7/2008, p. 6-16] will apply.

© BEINnGRID consortium Page 15 of 31



D.2.6.8. Report on Legal Analysis of BEs (2nd wave) — Follow Up

provision of the software; in case of Grid storage or computing capacity, the provision of this
capacity). In more general terms, the literature pointed out that “the characteristic
performance of a contract is usually the act for which payment is made. This may be the
supply of goods or services or the provision of information. The effect of this is that the courts
will usually apply the law of the country where the person who has to provide/supply the
required goods or services maintains their principal place of business or is habitually
resident.” [Murray]

In light of the principle stated by the second part of art. 4(2) (“if the contract is entered into in
the course of that party's trade or profession, that country shall be the country in which the
principal place of business is situated or, where under the terms of the contract the
performance is to be effected through a place of business other than the principal place of
business, the country in which that other place of business is situated”), we can reach the
conclusion that the law of the country of the technology (Grid) provider or of the service
provider will be applicable.

Some examples will clarify the point:

1. In case of Grid provider established in the US (e.g. in California, where the principal
place of business is located) that sells Grid services to a Spanish customer/service
provider (e.g. a SaaS provider), American (Californian) law will be applicable by virtue
of the application of the Rome Convention. Art. 2, in fact, states that “any law
specified by this Convention shall be applied whether or not it is the law of a
Contracting State”, thus the convention is universal and does not limit to indicate
applicable laws within the borders of the EU;

2. In case of Spanish service provider (e.g. SaaS provider) that sells Grid-based
services to a Brazilian customer, Spanish law will be applicable, provided that the
principal place of business of the company is located in Spain.

Another important point to assess regards the formal validity of the contract. So far, in fact,
we took into account the more ‘substantial’ aspects of the contract, but also validity is very
important. An invalid contract, in fact, often cannot be performed and is source of problems
for the parties. Art. 9(1) and (2) set forth two main principles:

1. “A contract concluded between persons who are in the same country is formally valid
if it satisfies the formal requirements of the law which governs it”, as specified thanks
to the application of art. 3 and 4, “or of the law of the country where it is concluded”;

2. “A contract concluded between persons who are in different countries is formally valid
if it satisfies the formal requirements of the law which governs it”, as specified thanks
to the application of Art. 3 and 4, “or of the law of one of those countries.”

These criteria are pretty flexible in the sense that favor the validity of the contract as often as
possible, in order to avoid troubles arising from the invalidity or nullity of agreements and of
contractual relations.

3.5 SLA: the applicable law (I1)
Question: what about in case of B2C SLA?

In case of B2C SLAs, the solution is dramatically different, and the applicable provisions are
aimed to protect the consumer. As highlighted in the literature “the Rome Convention
ensures that consumers can rely on their usual consumer protection measures when
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contracting with overseas traders” [Murray]. First of all, it is necessary to assess who is the
consumer. Art. 5 of the Rome Convention provides for a sort of definition, and it specifies that
“this article applies to a contract the object of which is the supply of goods or services to a
person (“the consumer”) for a purpose which can be regarded as being outside his trade or
profession, or a contract for the provision of credit for that object.” The provision of credit lies
beyond the scope of this part, so we focus our attention only on the first part of the provision.
The above definition is apparently very clear, so that a person is a consumer every time he
buys a good or a service for purposes not linked to his activity, profession, or business.
Therefore, for instance, a lawyer who requires Grid storage resources to host his
professional file is not a consumer and, as a consequence, the special rules set forth by the
Convention (see infra) do not apply. If, on the other side, the same lawyer buys storage
capacity for his personal files, e.g. music, videos or pictures, he is deemed to be a consumer.

Part of the literature proposes a different approach, and some authors wonder whether or not
it is possible to include in the notion of consumers also small businesses or professionals
that are not very familiar (they are “profane”) with the products or services they buy. [Wild]
Following this interpretation, the abovementioned lawyer should be considered as a
consumer even if he buys Grid storage capacity for professional purposes, given the fact that
he is supposed to be ‘ignorant’ in the field. It is possible to agree with this approach but only
to a limited extent. To be more precise, we agree that the definition of consumer is not
satisfactory, provided that it is not able to protect, in many cases, the weak party. In other
words, a lawyer or a small company that buys computing capacity or services from big
multinational companies like, for instance, Amazon or Sun are not consumers, based on the
literary interpretation of the above definition, but they are certainly the weak party in the
contractual relationship. They are not in the position to negotiate with the provider the
specific terms of the provision of the service (‘take it or leave it") and they do not have, very
often, the resources to enforce the SLA if the technology provider does not fulfil his
obligations.

Therefore, it would be extremely useful to have a modification of the definition of consumer
by the European lawmaker with the aim to include in such a definition also small businesses
and professionals that, in practice, are like ‘traditional’ consumers (this need is even more
urgent if we consider that, in the above example, the lawyer can use Grid computing
resources to store professional and private files at the same time’, and in these cases it is
cumbersome to establish which regime will be applicable). The problem, then, is the
definition of small business. In other words it may be rather difficult to indicate clear borders
to which the special protections for consumers apply. This is mainly a political problem and it
would go beyond the scope of this paper to provide or suggest solutions. Having said that,
given the actual definition of consumer, it is extremely difficult to enlarge it and therefore
small businesses and professionals, when buying Grid resources (or Grid-based services),
cannot be considered to be consumers.®

" The European Court of Justice pointed out, in a similar case, that a person who concludes a contracts for the
supply of services intended for purposes which are in part within and in part outside his trade or profession may
not rely on the special rules of jurisdiction directed to protect the consumer, unless the trade or professional
purpose is so limited as to be negligible in the overall context of the provision of the services (and the fact that the
private element is predominant is irrelevant in that respect): case C-464/01 Johann Gruber v. Bay Wa AG [0OJ
C57, 5.3.2005, p. 1].

8 The European Court of Justice, in the case C-269/05 Francesco Beniscasa v. Dentalkit S.r.l. [ECR 1997, I-
3767], decided that consumer contracts concern only agreements whose aim is to satisfy the private consumption
needs of an individual, supposed to be the weakest party. Furthermore, the Court (joint cases C-541/99 and C-
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Article 5 of the Rome Convention, then, in regulating the law governing consumer contracts,
makes a distinction, so that a set of rules are applicable in case the parties agree on the
choice of an applicable law, and a different set of rules do apply in absence of choice. In the
former situation, the Convention specifies that the consumer cannot be deprived of at least a
minimum level of protection, so that the ICT provider can not, in practice, unilaterally decide
that a law that is favourable only to him will govern the SLA. To be more precise, art. 5(2)
states that “a choice of law made by the parties shall not have the result of depriving the
consumer of the protection afforded to him by the mandatory rules of the law of the country in
which he has his habitual residence:

- if in that country the conclusion of the contract was preceded by a specific invitation
addressed to him or by advertising, and he had taken in that country all the steps necessary
on his part for the conclusion of the contract, or

- if the other party or his agent received the consumer's order in that country, or

- if the contract is for the sale of goods and the consumer travelled from that country to
another country and there gave his order, provided that the consumer's journey was
arranged by the seller for the purpose of inducing the consumer to buy.”

The last indent of the provision is not really relevant to the ends of our analysis. The first one,
to the contrary, is pivotal and needs to be carefully addressed. It may be cumbersome to
assess whether or not the criteria set by the Convention have been met by the supplier
(specific invitation, advertisement, steps necessary to the conclusion of the contract). In
practice, it is useful to make a distinction between active websites and passive websites. The
latter case exists if the Grid provider, SaaS provider, etc has a website whose only function is
to advertise the solutions offered, without giving any possibility to the consumer to enter into
the contract. Therefore, if there is no online form to request the services, or there is no phone
number of a sale representative for the country concerned, or any other means to stipulate
contracts with the consumers in that country, the special rule does not apply. The same
applies if the provider did not send an email advertising the solutions and inviting the
targeted consumers to buy the services. Our interpretation of the provision, therefore, relies
basically on the possibilities offered to the consumer to enter into a contract (SLA or other)
with the provider in the country where he is resident. One could wonder: what if the
consumer is travelling? Do the mandatory rules of the country where he is resident apply? As
it will better explained in the following paragraph, probably they do, provided that the
consumer did have the possibility to enter into the agreement also in the country where he is
resident. If an ICT provider wants to avoid all troubles, therefore, he should make clear that
he does not want to sell his services to consumers living in other countries (from the
business point of view, of course, this statement sounds like an ‘invitation to commit suicide’,
and we are aware of this — at the same time, businesses should be aware of the risks they
potentially have to face when dealing with foreign consumers). This may be done through a
disclaimer (‘service not intended to be supplied outside the country X’), through a GeolP
system that blocks foreign visitors, by accepting only credit cards issued by banks of country
X or other states, etc.

The second indent of art. 5(2) is also relevant (“if the other party or his agent received the
consumer's order in that country”) and may pose problems that are difficult or impossible to

542/99 [ECR 2001, 1-9049]) said very clearly (although in a case regarding another legal source, i.e. Directive
93/13/EC on uniform terms in consumer contracts) that the term ‘consumer’ must be interpreted as referring only
to natural persons, so that companies and enterprises are excluded.
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be solved. The question that can arise is linked to the previous analysis, in better terms: let
us imagine that company A does not want to deal with many jurisdictions and applicable laws
and declares that it sells the Grid services only to consumers resident in Germany. To be
sure, they accept payments only with credit cards issued by German banks, so that German
consumers can fill in an online form and buy the desired services. The website of company A
is hosted on a server, or servers, established in Italy. Provided that the consumers’ orders
are physically received in Italy, can a customer (e.g. an Italian domiciled in Italy who has a
credit card issued by a German bank) claim the application of Italian mandatory rules? This
case is not really likely to happen in real life, but real life is often more complicated than even
the best imagination of academics. In principle, we would say that the answer to be provided
in this case is no. The location of the server that hosts the website is irrelevant, as it is
irrelevant, to other purposes, the location of Grid components (servers, nodes, clusters, etc)
that physically render possible the provision of the services.

The third paragraph of art. 5 regulates the situation in absence of choice about the applicable
law governing the contract. The agreement shall be governed by the law of the country in
which the consumer has his habitual residence if it is entered into in the circumstances
described in paragraph 2 of this Article, i.e. if the three abovementioned criteria are met. No
further considerations about these criteria are needed, but it is useful to point out that,
provided the universal applicability of the Convention, the applicable law can be also one of a
non-EU Member State. The practical suggestion that we feel to give is that of indicating the
applicable law in the SLA, notwithstanding the possibility, explained above, that other rules
(the mandatory rules of the country where the consumer has his habitual residence) may find
application anyhow.

Some final considerations about the fourth paragraph of art. 5. This provision states that the
article does not apply to “a contract for the supply of services where the services are to be
supplied to the consumer exclusively in a country other than that in which he has his habitual
residence.” In the ICT domain this clause probably will be rarely applied, especially if we take
into account the fact that the provision of Grid and Grid-based services is international in its
nature. To be more precise, a consumer can use a SaaS or can store files in the Grid
everywhere in the world, and then, from a different perspective, the word ‘exclusively’ brings
us to exclude that the special rules of protection for the consumers are not applicable to ‘Grid
consumers.” This would mean that, basically, all customers of ICT services are excluded
from the protection, which would be limited to buyers of hardware components (usually
supplied to the country where the consumer lives).

3.6 SLA: issues of jurisdiction (1)

Question: in case of B2C SLA, what if there is no clause about jurisdiction and the competent
judge? How is it possible to assess which court will be competent?

Basically when the parties do not include a choice of court clause in their contract, it is
necessary to determine the competent court with reference to the applicable ordinary rules
on jurisdiction. In EU Member States the first question to be asked is whether Council
Regulation 44/2001°, which is the most important legal source in the field, is applicable and
consequently if the defendant (i.e. the person/company sued) is domiciled within the
European territory. It is first of all necessary to separate B2C from B2B scenarios, provided

® Council Regulation (EC) 44/2001 of 22 December 2000 on jurisdiction and the recognition and enforcement of
judgments in civil and commercial matters [0J L12, 16.1.2001, p. 1-23].
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that in the former cases the contractual freedom of the parties to choose the competent court
is limited by legal rules.

Regulation 44/2001, in fact, provides for specific rules applicable to consumer contracts, i.e.
agreements concluded with a person “for a purpose which can be regarded as being outside
his trade or profession”, as specified by art. 15(1). The first problem to analyse regards the
notion of ‘consumer’, and the solutions provided before apply also to this topic. The definition
provided by the above legal provision is (also in this case) apparently very clear, so that a
person is a consumer every time he buys a good or a service for purposes not linked to his
activity, profession, or business. Therefore, in the above example, a lawyer who requires
Grid storage resources to host his professional file is not a consumer and, as a
consequence, the special rules set forth by the Regulation (see infra) do not apply. If, on the
other side, the same lawyer buys storage capacity for his personal files, e.g. music, videos or
pictures, he is deemed to be a consumer.

The special rule for the determination of the competent court can be found in art. 16 of the
Regulation. This provision is applicable if the criterion set forth by art. 15(1)(c) is met, i.e. if
and when “the contract has been concluded with a person who pursues commercial or
professional activities in the Member State of the consumer’'s domicile or, by any means,
directs such activities to that Member State or to several Member States including that
Member State, and the contract falls within the scope of such activities.” It may problematic,
in an e-commerce scenario’®, to assess whether or not this criterion is met. The indent ‘by
any means’ refers, as pointed out in the literature [Rowe] [Berliri] and by the European
Commission [Proposal 1998], to business activities carried on through the Internet, and an
example will clarify the point. Let us assume that a Grid provider, established in the
Netherlands, has a website through which customers located all around the world, including
in the Member States of the EU, can buy services. The question that arises is whether or not
such a website can constitute a way to direct activities to those Member States: to provide an
answer to this question, some criteria must be taken into account. First of all, we could
assume that the language of the website is a key factor. [Graham] Can we say that a website
that is, for instance, only in English is directed only to English-speaking countries, so that if a
German consumer buys services there the special protection set forth by Regulation 44/2001
does not apply? We would say that this solution is not satisfying and may lead to unfair
treatments: provided that the majority of the websites of ICT vendors is in English, only
customers domiciled in the United Kingdom or in Ireland will be protected, although these
websites are accessible also by other countries and sell services to customers located all
around Europe. On the other way, we can assume that a website translated in many
languages is a clear indicator of the will of the company to address some specific national
markets.

From a different perspective, it is necessary to assess the nature and the characteristics of
the website in order to establish whether or not it is directed to sell products or services in
one or more Member States. The literature [Wild]*! and the European Commission itself
[Proposal 1998] rely on the distinction between passive and active website: the former is a

% We assume, in fact, that the provisions of Grid computing resources and of Grid-based services are e-
commerce activities.

™ This author points out, then, that “a consumer’s knowledge of the existence of an interactive website in a
particular Member State will not give rise to jurisdiction...unless the consumer actually has concluded his contract
through actual use of the website’s interactive capability.”
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website that contains only advertising material and that provides mere information, while the
latter allows the client to enter into an agreement with the supplier and therefore buy Grid
services or Grid-based services. It is necessary to perform a case-by-case analysis in order
to assess whether a website is passive or active: in principle, if the technology or service
provider has a website with information in several European languages and it is possible for
the customers to buy the offered services, i.e. ‘signing’ a contract, providing his credit card
number, etc there are few doubts that the provider wanted to target those national market
and therefore customers domiciled there will enjoy from the protection offered by Regulation
44/2001." This happens unless the provider expressly states in the website that the offered
products and services are not intended for a certain market, [Rosner] or if payment is
expressed only in one currency and no other currencies are accepted (this criterion is not
very effective after the adoption of the Euro) or it is possible to pay for the services only with
credit cards issued in one or more specific countries (if, for instance, only credit cards issued
by German banks are accepted it is pretty clear that the services are not intended to be sold
in Belgium).

Having said that, art. 16 specifies which courts will be competent if the above requisites are
met. Pursuant to paragraph 1, “a consumer may bring proceedings against the other party to
a contract either in the courts of the Member States in which that party is domiciled or in the
courts for the place where the consumer is domiciled.” This means that a customer, when
acting as plaintiff i.e. when bringing an action against a technology or service provider, can
choose the court of the place where he is domiciled or the court of the place where the
provider is domiciled. Art. 16(2) provides a solution for the opposite case, when the provider
brings an action against the consumer (who is thus the defendant): “proceedings may be
brought against a consumer by the other party to the contract only in the courts of the
Member State in which the consumer is domiciled.” The protection for the consumer is here
evident.

The above provisions, especially paragraph 1, make also clear that these special rules are
applicable only if the defendant is domiciled in a Member State. If, pursuant to art. 4, this is
not the case in point, the national jurisdictional rules will apply. In other words, if a consumer,
domiciled in France, wants to sue a Grid provider domiciled in the United States the
jurisdiction will be assessed in light of the national rules of civil procedure of France. If, on
the other side, the Grid provider is domiciled in a Member State, nulla quaestio and the rule
of the Regulation will be applicable. It is, then, necessary to establish when a person is
domiciled in a Member State. First of all, pursuant to art. 59(1), the court seised of a dispute
will decide whether or not the party is domiciled in that State applying its national law.** For
what concerns “a company or other legal person or association of natural or legal persons”
(i.e. Grid providers and providers of Grid-based services), art. 60 specifies that the domicile
will be determined by the place where the company etc has its (i) statutory seat, or (ii) central
administration, or (iii) principal place of business. It is often cumbersome to establish these

2 The European Commission and the Council “stress that the mere fact that an Internet site is accessible is not
sufficient for Article 15 to be applicable, although a factor will be that this Internet site solicits the conclusion of
distance contracts and that a contracts has actually been concluded at a distance, by whatever means. In this
respect, the language or currency which a website uses does not constitute a relevant factor.” [Council and
Commission]

3 with this regard there is the risk that, for instance, a court of State A will decide that the party is domiciled in
country B and the judges of this State will assess, applying the internal law, that the party is domiciled in State C
or...in country A. It should be therefore desirable that the Regulation sets clear criteria that are valid in all Member
States.
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coordinates and “sometimes the principal place of business of such a company, especially if
it sells electronic materials, is rather difficult, if not impossible, to be established” [Rosner]. In
case of Grid providers, we would exclude that the place where the Grid components (i.e.
servers, routers, nodes, etc) are located corresponds to the principal place of business of the
company, which is a business fact rather than a technical one.™

A further issue related to the domicile of the consumer is the consideration that must be paid
to the place from where the consumer buys the services. In other words, does it matter if a
consumer, who lives (i.e. is domiciled) in Germany, buys online services while on business or
leisure trip to Spain? Does this prevent the competence of the German courts, as indicated
by art. 16? The literature did not reach a univocal position on this point, but the majority of
the authors say, in the above example, that German courts will be competent as far as the
website targets also Germany." If, for instance, the German consumer buys Grid-based
services while he is in Spain from a website that allows sales only to users located in Spain
(e.g. thanks to the adoption of GeolP-based filtering systems), the consumer could not sue
the company in Germany.'® [Riefa] [Rosner]

3.7 SLA: issues of jurisdiction (I1)
Question: what in case of B2B SLA?

B2B scenarios are regulated in a different way as regards jurisdiction, provided the freedom
of the parties to regulate their relationship as they want. In a B2B contract both the parties
are companies or other legal persons, so, according to Article 60, they are domiciled where
they have alternatively their statutory seat, their central administration, or their principal place
of business. It must be pointed out that it is rather difficult to determine the principal place of
business of a party that (like typically the technology provider and the supplier of Grid-based
services) carries on its business exclusively on the Internet and therefore it may be
cumbersome if not impossible to locate the business in any specific geographical point.
Neither it is important to consider the location of the technology supporting the website, since

 The literature points out, as regards the special rules introduced by the Regulation, that “far from harmonization
of approaches and protection for consumers there is a potential for not only, systematic inequalities, but also for
the more legally aware and financially buoyant consumers to attempt forum shopping...Whilst in theory the
consumer can act outside of the box and choose a most convenient jurisdiction, he is in fact limited to thinking in
the box and go to his local judge.” [Wild]

15 “One could reasonably expect that, as long as a consumer has his or her permanent domicile on the territory of
a Contracting state, the e-commerce contract can be concluded not only from this domicile in one of the Union
states, but also while the person in question is on a business trip to, let us presume, Japan. Of course, in such a
case one condition is that the web-site where the goods or material are being advertised would be available in the
Contracting State where the consumer has his or her domicile.” [Rosner]

% Contra, inter alia, [Foss, Bygrave]. Further problems may arise if the provider uses banners in websites to
attract customers. We can imagine the case of a technology provider that advertise its services in an international
website of an ICT magazine with a banner especially dedicated to customers domiciled in one specific country,
thanks to a GeolP tracking system. The customer sees the banner is his language and then clicks it with the
result of being redirected to the website of the technology provider. If also this website is in the customer’s
language (or other elements clearly indicate that it is directed to one Member State) no particular problems arise.
But what if the website does not allow determining the targeted market? Are all the Member States deemed to be
targeted also if the banner was only directed to potential clients domiciled in one specific country? Let us imagine
that a German customer goes on business trip to Spain, clicks on a banner dedicated to Spanish costumers and
then he buys the services from the ‘international’ website of the technology provider. Are German courts still
competent? We would say no, but the issue is surely open to discussion.
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article 19 of the Electronic Commerce Directive’ provides that it is irrelevant in determining
the place of establishment of “a company providing services via an Internet website”.

For these purposes, also the reference to the top level domain is unhelpful: the fact that the
domain name of a company ends, very often, with “.com” or “.net” is not a clear indication of
the location of the place of establishment of the company itself. We can conclude that if the
defendant is the Grid service provider, it is not generally possible to determine the domicile
having regard to the principal place of business and so Regulation 44/2001 will apply only if
the supplier has its statutory seat or central administration within the EU; when, on the
contrary, the other party of the SLA is sued all the criteria set out in article 60 to determine
the domicile will be applicable, unless such a party carries on its business on the Internet too.

When the Regulation applies, the general rule set out in Article 2 provides for the jurisdiction
of the court of the State where the defendant is domiciled. In contractual disputes however
Article 5(1) of Regulation 44/2001 confers jurisdiction also to the courts of a Member State
different from that of the domicile of the defendant.

Article 5 provides that “[A] person domiciled in a Member State may, in another Member
State, be sued:

“(a) in matters relating to a contract, in the courts for the place of performance of the
obligation in question;

(b) for the purpose of this provision and unless otherwise agreed, the place of performance
of the obligation in question shall be:

- in the case of the sale of goods, the place in a Member State where, under the contract, the
goods were delivered or should have been delivered,

- in the case of the provision of services, the place in a Member State where, under the
contract, the services were provided or should have been provided,

(c) if subparagraph (b) does not apply then subparagraph (a) applies”.

It is then necessary to consider whether a SLA can be considered a “contract of provision of
services” within the meaning of article 5(1)(b). If the answer is positive, the competent court
to adjudicate all the disputes concerning the SLA will be that of the country where the service
is provided or shall be provided; otherwise the competent court will be determined taking into
consideration (i) the specific obligation upon which the claimant founds his action and (ii) the
place of performance of such an obligation, according to the rules about conflict of laws of
the seized court.

We can fortunately answer the question with the authoritative guidance of the European
Court of Justice (ECJ). In the recent judgement Falco Privatstiftung® it was held that a
licence agreement could not be included in the notion of “contract for the provision of
services” employed by article 5(1)(b), since “the concept of service implies, at the least, that
the party who provides the service carries out a particular activity in return for
remuneration”™®. Then an agreement can be defined as a contract for the provision of
services only if it creates on the supplier an obligation to perform an activity or active

" Directive 2000/31/EC of the European Parliament and of the Council of 8 June 2000 on certain legal aspects of
information society services, in particular electronic commerce, in the Internal Market (Directive on electronic
commerce) [OJ L178, 17.7.2000, p. 1-16].

18 European Court of Justice, Falco Privatstiftung, Thomas Rabitsch v Gisela Weller-Lindhorst [C-533/07].
19
Id., n. 29.
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The solution provided by the ECJ may be read together with one of the opinions expressed
in the literature. It was argued that the notions set out in article 5(1)(b) have to be interpreted
in the light of the principle of proximity: so a contract can be regarded as one for the
provision of services only if a significant aspect of it takes place where the conduct of one of
the parties is expected to occur and thus only if, at least, such a conduct is an active one,
possible to be localized in a specific geographical point [Franzina]. Moreover this
interpretation is consistent with the objective of the reform of article 5, n. 1, that is to provide
a “pragmatic determination of the place of performance™!: when the service supplier's
obligation does not imply any positive conduct, there is no place where the performance can
be “pragmatically” located and then article 5(1)(b) must be held inapplicable [De Cristofaro].

It is then possible to argue that SLAs are not contracts for the provision of services for the
purposes of the Regulation, since no active conduct is required to the technology provider or
to the Grid-based service supplier, under the contract. Consequently Article 5(1)(a), instead
of Article 5(1)(b) will apply. This is surely the case in point for the provision of Grid capacity
(e.g. in the field of storage, where no specific activity is required by the provider) and the
same conclusion can be reached as regards the supply of Grid-based services. To make an
example, the provision of SaaS to a plurality of customers does not basically require any
specific activity directed to any particular client, in other words the SaaS supplier does only
upload the software in his servers and does not physically deliver it to every customer.

As confirmed by the ECJ?, the obligation in question is that upon which the claimant founds
his action. When, e. g., the supplier sues the other party for payment of the sum due under
the contract, the relevant obligation is that of payment; when, on the contrary, the supplier is
sued for damages for alleged breach of a contractual obligation related, for instance, to the
quality of the service, we must have regard to such an obligation. After having identified the
relevant obligation, we have to consider where it has to be performed. In the light of Tessili
case?®, the question should be answered having regard to the law governing the contract
under the private international law rules of the court seized. The reference to the law
governing the contract allows determining the place of performance also of obligations not
implying an active conduct, since such a law will generally provide “default rules” establishing
the place of performance even if it is not possible to identify it on a factual basis®. In other
words, thanks to Tessili approach, it is possible to determine where the performance of
obligations is legally due, like those of the technology provider or of the Grid-based service
supplier, which are expected to be performed only in the virtual space of the Internet.

In conclusion, as far as SLA disputes are concerned, Regulation 44/2001 confers special
jurisdiction to the court of the place, where the obligation upon which the claimant founds his
action has to be performed, under the law governing the contract. Therefore the criteria
described and analysed supra about the law governing the agreement do apply.

% See in the same sense the Opinion of Advocate General Trstenjak in Falco case, delivered on 27 January
2009.

I See the Explanatory Memorandum to the Proposal of the Commission COM (99) 348.
2 See the case Falco Privatstiftung and C-14/76, De Bloos Sprl v Bouyer SA [1976] [ECR 1-1497].
2 ECJ, C-12/76, Industrie Tessili Italiana Como v Dunlop [1976] [ECR 1-1473].

* See, e. g., in ltalian law Article 1182 of the Civil Code that provides that, in absence of other relevant elements,
the performance has to take place at the creditor’'s domicile, as regards pecuniary obligations and at the debtor’s
domicile, as regards all other obligations.
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3.8 Patent infringements
Question [BE25]: is there any risk of patent infringement arising from the BE?

The possibility to infringe existing patents, or pending patent applications, is an aspect that
must be taken into serious consideration by the BEs. BEInGRID already has an exhaustive
set of documents and a lot of information about patent issues and patentability of software
and items in Grid environments, and therefore we refer to what has been produced in the
Activity 2 Meta-deliverable and in D.2.6.6. In this paragraph we will focus on the risk of patent
infringements by the second wave of BEs, taking into account, as a starting point, that the
methods, software, applications etc. that the BEs produce are not, as a rule, patentable in
Europe. This means, at the same time, that also the methods etc developed by potential
competitors are not patentable and therefore, as a consequence, that no major patent
infringements can be done by the BEs.

This does not mean, of course, that the topic can be neglected, and so far it has been never
neglected (to the contrary, it is probably one of the issues that received more attention by
WP 2.6). The BEs have been requested to assess, in their exploitation plans, whether they
are aware of potential patent infringements and the absolute majority of them answered that
they are not affected by the topic. In the light of the above considerations about the legal
situation in Europe, these statements make sense, and therefore the BEs basically did not
have to perform a prior art research about pending applications or existing patents.

From a different perspective, then, it is important to highlight that, even if the solutions
developed by the BEs would be theoretically patentable in Europe, in practice this would be
excluded given the fact that they are not secret but that they have been disclosed by the BEs
themselves. So the only thing that the BEs should take care of is whether or not they infringe
patents and/or applications of other inventors.

The only BE that had the need to perform a prior art research is BE25, given the fact that
they take into consideration the possibility to sell their solutions in the future also in non-
European markets, namely in the US. BE25, thus, made an analysis of existing
patents/applications and this paragraph is based on their prior art research implemented with
our legal comments. BE25 intends to provide new compute intensive services for
radiotherapy remotely, basically (i) verification of treatment plans and (ii) search treatment
using optimisation.

The following patent applications (i.e. still pending before the competent authorities) have
been identified by BE25 and analysed. Please be aware that the analysis performed required
technical skills that only the people involved in the BE have, so this paragraph is limited to
the legal analysis of the research performed directly by the BE and communicated to us.

1. Method and system for optimising dose delivery of radiation: US 2007/0201614 Al
(May 2007), later assigned from the original inventors to a research centre in
Canada. Pending also under the code W02008134869 at international level, it
includes all member states of the EPC, i.e. many European countries, in the list of
designated countries. Until now the international publication has been made but
there is no European publication yet.

2. Methods and systems for delivering radiation therapy to treat disorders in patients:
WO 2007/098377 A2 (August 2007), pending in Europe under the code EP1984078.
This is an international application that includes, between the designated states,
also the members of the EPC. The application has entered into the national phase in
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Japan and Australia and in Europe the request for examination has been filled. In
February 2009 the first examination has been issued, and this report assesses in a
preliminary way whether or not the invention is patentable (the examination is still in
progress). According to the author of the report, the invention does not meet the
requirements set by the EPC mainly because the subject matter of the claim is not
new.

3. Method and system for optimising dose delivery of radiation: US 2007/0127623 Al
(June 2007), later assigned from the original inventors to a research centre in
Canada. Pending in Europe under the code EP1704502, where examination is still
in progress. According to the first examination issued in January 2009 the invention
has lack of unity and of novelty. Furthermore, it contains only abstract algorithmic
rules or mathematical steps without any specific technical content and description of
technical means adopted to implement the methods. In June 2009 there will be oral
proceedings that are part of the examination process.

4. System and method for global optimisation of treatment planning for external beam
radiation therapy: CA 2568343 Al (July 2005), from 2006 in the national phase of
examination in Canada. Pending in Europe under the code EP1708788, a request
for examination has been made by the applicants. Until now it has been issued only
an international searching report by the International Bureau of WIPO (in 2006)
according to which the invention meets the requirements of novelty, inventive step
and industrial applicability. This does not mean that the EPO will have the same
judgement, especially considering that methods and systems are not patentable (as
a principle) in Europe.

The analysis of the abovementioned applications shows that BE25 should not be too worried
about the possibility to infringe existing patents, at least in Europe. In the field of methods, as
the one developed by the BE, risks of infringing patents are not so high, but of course things
are different if the BE wants to sell the services to another market. In that case (and this will
happen after the end of the project), we strongly suggest to consult a qualified patent
consultant which is familiar with the applicable legislation.

From a general perspective, then, we can see that all other BEs, including those of the first
wave, did not encounter any problem with patent infringements. We are confident that the
same will apply to BE25. Anyway, as a matter of precaution we also suggest that the
companies involved carry on another prior art research after the end of the project, when
they will enter into ‘real’ business, in order to evaluate whether the above described situation
changed, and, if so, to what extent.
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4. Conclusions

In the above pages we addressed some very important issues in the field of SLAs and
patents. Now it is time to provide the reader with some general conclusions, given the fact
that every question/solution is a sort of stand-alone section and the conclusions for each of
them have been reported in the relevant entry. D.2.6.8 is the last document produced by WP
2.6 before the last report about legal issues in Grid environments in which we will provide the
BEs (and in general Grid businesses) with a complete picture of the legal topics that affect
their business.

Now the BEINGRID community has a set of legal Deliverables that range from IPRs to
patents, from corporate law to taxation, including contract issues, privacy and SLAs. SLAs
have been addressed only at the end of the project not because they are not interesting or
important but because we wanted first to realise which direction the BEs and the Grid
community were taking with this regard. SLAs lie in the crossroad between technology and
the law, and both computer scientists and lawyers must express their views in order to have
a complete and correct picture. The role of the lawyer is that of defining the SLA, for the very
fact that it is a contract, and of providing a coherent contractual architecture. In other words,
the computer scientists cannot design and produce systems that evaluate the compliance
with a SLA if it is not clear which parties are bound by the agreement, who is liable in case of
non-compliance, etc. This unless we are satisfied with partial and unreliable solutions, but
this is not the case in point for BEinGRID.

Another message that lawyers can give is that SLAs do not have to be seen as a barrier, like
all other legal issues that so far we analysed. They have to be carefully assessed and an
intelligent contractual architecture must be drafted, i.e. a system of contracts that addresses
the right issues, is flexible and efficient at the same time, and that allocates rationally the
risks and liabilities between the parties. In this sense, both Grid and/or Grid service provider
and, on the other side, the customer shall be stimulated to comply with the contractual
obligations stated in the SLA.

Furthermore, more generally, it is advisable to draft the SLA in written form even if not
required by law, and to indicate in it all elements that can be useful in case of litigation, like
the applicable law, the competent court, the description of a system to solve disputes in a
fast and efficient way, the period of validity of the contract, etc. Please be aware that the
above sections must be read together with other documents produced so far, namely D.2.6.4
and the Meta-deliverable. Writing a good SLA is not particularly difficult, and the BEs (and
the consortium as a whole) have all elements to do that without the need to ask for
assistance outside the project.

A different aspect to highlight is the difficulty to apply (at least in many cases) existing laws
and regulations to ICT environments. An example regards the notion of written form in the
21% century: what does it mean exactly now? To what extent an electronic document can be
considered to be a written document? We attempted to provide a solution to these questions,
by way of interpretation of the existing sources, but maybe some clarifications at European
level would be useful. Therefore we suggest the European Commission to at least consider
whether or not this need is urgent and, of course, if it is really a need. In general terms we do
believe so, and maybe the last months of life of BEInGRID should also be employed for
discussing and meditating about that. The dimension of the BEs is surely interesting but it
can, and we think it must, be extended to the Grid (and Cloud) community as a whole and
should include the analysis of the possibility and necessity for the European lawmaker to
amend existing legislation and/or issue official documents (aimed to clarify the meaning of
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existing provisions).

Some notes finally about patents and patent infringements. BEs so far, as in the first wave,
are not generally concerned and affected by this problem, and the only BE that may be
potentially interested is BE25 if and when it will enter into the American marker. Pending
patent applications in Europe, in fact, do not represent a serious treat unless the EPO will
change all the positions and principles expressed so far.

In more general terms, it would go beyond the scope of this document to assess whether or
not the policy regarding patents should be amended or dramatically changed at European
level. Much more experience than that gained so far by BEINGRID would be needed.
Nevertheless, we can suggest thinking about the actual value of patents, i.e. whether or not
they are still a stimulus to innovation or they are rather useless. The BEs declare, in their
absolute majority, that they are not interested about patenting their solutions (we assume
that they are in principle against this possibility even if the European legal framework would
allow that) but the trend, at global level, is different. Companies, also in the ICT domain, do
want to be ‘protected’ by patents. Therefore we should wonder whether or not it would be a
good idea to allow software patentability also in Europe. Discussions will, hopefully, be open
soon.
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Annex A. License conditions.

This is a public deliverable that is provided to the community under the license Attribution-NoDerivs 2.5 defined by creative
commons http://www.creativecommons.org

This license allows you to
to copy, distribute, display, and perform the work
to make commercial use of the work

Under the following conditions:

Attribution . You must attribute the work by indicating that this work originated from the
IST-BEInGRID project and has been partially funded by the European Commission under
contract number IST - 034702

No Derivative Works . You may not alter, transform, or build upon this work without
explicit permission of the consortium

For any reuse or distribution, you must make clear to others the license terms of this work.
Any of these conditions can be waived if you get permission from the copyright holder.
This is a human-readable summary of the Legal Code below:

License

THE WORK (AS DEFINED BELOW) IS PROVIDED UNDER THE TERMS OF THIS CREATIVE COMMONS PUBLIC LICENSE
("CCPL" OR "LICENSE"). THE WORK IS PROTECTED BY COPYRIGHT AND/OR OTHER APPLICABLE LAW. ANY USE OF
THE WORK OTHER THAN AS AUTHORIZED UNDER THIS LICENSE OR COPYRIGHT LAW IS PROHIBITED. BY
EXERCISING ANY RIGHTS TO THE WORK PROVIDED HERE, YOU ACCEPT AND AGREE TO BE BOUND BY THE TERMS
OF THIS LICENSE. THE LICENSOR GRANTS YOU THE RIGHTS CONTAINED HERE IN CONSIDERATION OF YOUR
ACCEPTANCE OF SUCH TERMS AND CONDITIONS.

1. Definitions

"Collective Work" means a work, such as a periodical issue, anthology or encyclopedia, in which the Work in its entirety in
unmodified form, along with a number of other contributions, constituting separate and independent works in themselves, are
assembled into a collective whole. A work that constitutes a Collective Work will not be considered a Derivative Work (as
defined below) for the purposes of this License.

"Derivative Work" means a work based upon the Work or upon the Work and other pre-existing works, such as a translation,
musical arrangement, dramatization, fictionalization, motion picture version, sound recording, art reproduction, abridgment,
condensation, or any other form in which the Work may be recast, transformed, or adapted, except that a work that constitutes a
Collective Work will not be considered a Derivative Work for the purpose of this License. For the avoidance of doubt, where the
Work is a musical composition or sound recording, the synchronization of the Work in timed-relation with a moving image
("synching") will be considered a Derivative Work for the purpose of this License.

"Licensor" means all partners of the BEInGRID consortium that have participated in the production of this text
"Original Author" means the individual or entity who created the Work.
"Work" means the copyrightable work of authorship offered under the terms of this License.

"You" means an individual or entity exercising rights under this License who has not previously violated the terms of this
License with respect to the Work, or who has received express permission from the Licensor to exercise rights under this
License despite a previous violation.

2. Fair Use Rights. Nothing in this license is intended to reduce, limit, or restrict any rights arising from fair use, first sale or
other limitations on the exclusive rights of the copyright owner under copyright law or other applicable laws.

3. License Grant. Subject to the terms and conditions of this License, Licensor hereby grants You a worldwide, royalty-free,
non-exclusive, perpetual (for the duration of the applicable copyright) license to exercise the rights in the Work as stated below:

to reproduce the Work, to incorporate the Work into one or more Collective Works, and to reproduce the Work as incorporated
in the Collective Works;

to distribute copies or phonorecords of, display publicly, perform publicly, and perform publicly by means of a digital audio
transmission the Work including as incorporated in Collective Works.

For the avoidance of doubt, where the work is a musical composition:
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Performance Royalties Under Blanket Licenses . Licensor waives the exclusive right to collect, whether individually or via a
performance rights society (e.g. ASCAP, BMI, SESAC), royalties for the public performance or public digital performance (e.g.
webcast) of the Work.

Mechanical Rights and Statutory Royalties . Licensor waives the exclusive right to collect, whether individually or via a music
rights society or designated agent (e.g. Harry Fox Agency), royalties for any phonorecord You create from the Work (“cover
version") and distribute, subject to the compulsory license created by 17 USC Section 115 of the US Copyright Act (or the
equivalent in other jurisdictions).

Webcasting Rights and Statutory Royalties . For the avoidance of doubt, where the Work is a sound recording, Licensor
waives the exclusive right to collect, whether individually or via a performance-rights society (e.g. SoundExchange), royalties for
the public digital performance (e.g. webcast) of the Work, subject to the compulsory license created by 17 USC Section 114 of
the US Copyright Act (or the equivalent in other jurisdictions).

The above rights may be exercised in all media and formats whether now known or hereafter devised. The above rights include
the right to make such modifications as are technically necessary to exercise the rights in other media and formats, but
otherwise you have no rights to make Derivative Works. All rights not expressly granted by Licensor are hereby reserved.

4. Restrictions. The license granted in Section 3 above is expressly made subject to and limited by the following restrictions:

You may distribute, publicly display, publicly perform, or publicly digitally perform the Work only under the terms of this License,
and You must include a copy of, or the Uniform Resource Identifier for, this License with every copy or phonorecord of the Work
You distribute, publicly display, publicly perform, or publicly digitally perform. You may not offer or impose any terms on the
Work that alter or restrict the terms of this License or the recipients' exercise of the rights granted hereunder. You may not
sublicense the Work. You must keep intact all notices that refer to this License and to the disclaimer of warranties. You may not
distribute, publicly display, publicly perform, or publicly digitally perform the Work with any technological measures that control
access or use of the Work in a manner inconsistent with the terms of this License Agreement. The above applies to the Work as
incorporated in a Collective Work, but this does not require the Collective Work apart from the Work itself to be made subject to
the terms of this License. If You create a Collective Work, upon notice from any Licensor You must, to the extent practicable,
remove from the Collective Work any credit as required by clause 4(b), as requested.

If you distribute, publicly display, publicly perform, or publicly digitally perform the Work or Collective Works, You must keep
intact all copyright notices for the Work and provide, reasonable to the medium or means You are utilizing: (i) the name of the
Original Author (or pseudonym, if applicable) if supplied, and/or (ii) if the Original Author and/or Licensor designate another
party or parties (e.g. a sponsor institute, publishing entity, journal) for attribution in Licensor's copyright notice, terms of service
or by other reasonable means, the name of such party or parties; the title of the Work if supplied; and to the extent reasonably
practicable, the Uniform Resource Identifier, if any, that Licensor specifies to be associated with the Work, unless such URI
does not refer to the copyright notice or licensing information for the Work. Such credit may be implemented in any reasonable
manner; provided, however, that in the case of a Collective Work, at a minimum such credit will appear where any other
comparable authorship credit appears and in a manner at least as prominent as such other comparable authorship credit.

5. Representations, Warranties and Disclaimer. UNLESS OTHERWISE MUTUALLY AGREED TO BY THE PARTIES IN
WRITING, LICENSOR OFFERS THE WORK AS-IS AND MAKES NO REPRESENTATIONS OR WARRANTIES OF ANY KIND
CONCERNING THE MATERIALS, EXPRESS, IMPLIED, STATUTORY OR OTHERWISE, INCLUDING, WITHOUT
LIMITATION, WARRANTIES OF TITLE, MERCHANTIBILITY, FITNESS FOR A PARTICULAR PURPOSE,
NONINFRINGEMENT, OR THE ABSENCE OF LATENT OR OTHER DEFECTS, ACCURACY, OR THE PRESENCE OF
ABSENCE OF ERRORS, WHETHER OR NOT DISCOVERABLE. SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION
OF IMPLIED WARRANTIES, SO SUCH EXCLUSION MAY NOT APPLY TO YOU.

6. Limitation on Liability. EXCEPT TO THE EXTENT REQUIRED BY APPLICABLE LAW, IN NO EVENT WILL LICENSOR
BE LIABLE TO YOU ON ANY LEGAL THEORY FOR ANY SPECIAL, INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR
EXEMPLARY DAMAGES ARISING OUT OF THIS LICENSE OR THE USE OF THE WORK, EVEN IF LICENSOR HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

7. Termination

This License and the rights granted hereunder will terminate automatically upon any breach by You of the terms of this License.
Individuals or entities who have received Collective Works from You under this License, however, will not have their licenses
terminated provided such individuals or entities remain in full compliance with those licenses. Sections 1, 2, 5, 6, 7, and 8 will
survive any termination of this License.

Subiject to the above terms and conditions, the license granted here is perpetual (for the duration of the applicable copyright in
the Work). Notwithstanding the above, Licensor reserves the right to release the Work under different license terms or to stop
distributing the Work at any time; provided, however that any such election will not serve to withdraw this License (or any other
license that has been, or is required to be, granted under the terms of this License), and this License will continue in full force
and effect unless terminated as stated above.

8. Miscellaneous

Each time You distribute or publicly digitally perform the Work, the Licensor offers to the recipient a license to the Work on the
same terms and conditions as the license granted to You under this License.

If any provision of this License is invalid or unenforceable under applicable law, it shall not affect the validity or enforceability of
the remainder of the terms of this License, and without further action by the parties to this agreement, such provision shall be
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reformed to the minimum extent necessary to make such provision valid and enforceable.

No term or provision of this License shall be deemed waived and no breach consented to unless such waiver or consent shall
be in writing and signed by the party to be charged with such waiver or consent.

This License constitutes the entire agreement between the parties with respect to the Work licensed here. There are no
understandings, agreements or representations with respect to the Work not specified here. Licensor shall not be bound by any
additional provisions that may appear in any communication from You. This License may not be modified without the mutual
written agreement of the Licensor and You.
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